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DOCUMENTATION CONVENTIONS

Typeface Conventions

Indicates a button, menu selection, tab, dialog box title, text to type,
Bold selections from drop-down lists, or prompts on a dialog box.

CONTACTING SCRIPTLOGIC

ScriptLogic may be contacted about any questions, problems or concerns you
might have at:

ScriptLogic Corporation
6000 Broken Sound Parkway NW
Boca Raton, Florida 33487-2742

561.886.2400 Sales and General Inquiries
561.886.2450 Technical Support

561.886.2499 Fax
www.scriptlogic.com

ScRrRIPTLOGIC ON THE WEB

ScriptLogic can be found on the web at www.scriptlogic.com. Our web site
offers customers a variety of information:

m Download product updates, patches and/or evaluation products.
® Locate product information and technical details.
® Find out about Product Pricing.

m Search the Knowledge Base for Technical Notes containing an extensive
collection of technical articles, troubleshooting tips and white papers.

m Search Frequently Asked Questions, for the answers to the most common
non-technical issues.

m Participate in Discussion Forums to discuss problems or ideas with other
users and ScriptLogic representatives.
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Welcome to ScriptlLogic
Patch Authority Ultimate

Welcome to ScriptLogic® Patch Authority Ultimate®, a unified IT management
platform used for managing and protecting Microsoft-based machines. Patch
Authority Ultimate provides you with one centralized and common interface
that you can use to perform several essential IT management functions.

ScriptLogic Corporation’s industry-leading patch management function
provides the ability to scan all of the Microsoft-based machines in your
network and assess the current patch status of those machines. After a scan
is performed you can generate reports that provide additional details about
the patch health of each machine. ScriptLogic Patch Authority Ultimate can
then be used to easily and automatically bring each machine up-to-date. You
simply instruct the program to download and deploy the desired patches to
the machines of your choosing. You can even dictate when the deployment
will occur and if and when each machine should be restarted. In addition,
Patch Authority Ultimate can provide e-mail alerts that notify you when
patches are available and it can e-mail the results of scans and other
information you wish to share with selected users.

The patch management function can be performed with or without agents.
This unique blending of agentless and agent-based technologies gives you
maximum flexibility while minimizing management overhead.

SYSTEM REQUIREMENTS

Console .
Restrictions:
m A FAT file system cannot be used on a console machine

m If you install the console on a domain controller that uses LDAP certificate
authentication, you may need to configure the server to avoid conflict
issues between the SSL certificate and the Patch Authority Ultimate
program certificate. There is no easy way to configure this on a Windows
Server 2003-based domain controller and this combination is not
recommended for use as a console.

Processor:
B  Minimum: Pentium 4

B Recommended: 2.0 GHz CPU (multi-core machine if more than 1000 seat
license)
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Memory:
B Minimum: 1 GB of RAM

®m Recommended: 2 GB of RAM (4 GB if more than 1000 seat license)

Video:
B 1024 x 768 screen resolution or higher (1280 x 1024 recommended)

Disk Space:
® 100 MB for application

E 2 GB or more for patch repository

Operating System (one of the following):

Note: Patch Authority Ultimate supports 32- and 64-bit versions of the listed
operating systems for both console and target systems.

Minimum:

®  Windows XP Professional, SP3 or later (SP2 or later if using 64-bit version)

®  Windows Vista, SP1 or later, Business, Enterprise, or Ultimate Edition

®  Windows 7, Professional, Enterprise, or Ultimate Edition

Recommended:
B  Windows Server 2003 Family, SP2 or later

®  Windows Server 2008 Family, excluding Server Core

®  Windows Server 2008 Family R2, excluding Server Core

Database:

B Use of SQL Server database (SQL Server 2005, SQL Server 2005 Express
Edition, SQL Server 2008, or SQL Server 2008 R2 Express Edition) is
required. If you do not have access to a SQL Server database, the option
to install SQL Server 2008 R2 Express will be provided during the
prerequisite software installation process.

Note: SQL Server 2000 is not supported for use as a back-end database.
m Size: 1.5GB

Prerequisite Software:

®m MSXML 6.0 SP2 Hotfix (only required on console machines using Windows
Vista SP1 or earlier)

B  Windows Installer 4.5 or later (only required if installing SQL Server 2008
R2 Express during Patch Authority Ultimate installation)

B Use of Microsoft SQL Server 2005, SQL Server 2005 Express Edition, SQL
Server 2008, or SQL Server 2008 R2 Express Edition

® SQL Native Client or SQL 2008 Native Client

®  Microsoft .NET Framework 4.0 or later
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Windows Account Requirements:

® In order to access the full capabilities of Patch Authority Ultimate, you
must run under an account with administrator privileges

Configuration Requirements:

B  When performing an asset scan of the console machine, Windows
Management Instrumentation (WMI) service must be enabled and the
protocol allowed to the machine. In Windows Firewall, on Windows
XP/Windows 2003 machines the service is called Remote Administration,
and on Windows Vista/Windows 7/Windows Server 2008 machines the
service is called Windows Management Instrumentation (WMI)/Remote
Administration.

Clients (agentless)

Browser:
m Internet Explorer 5.5 or later required to receive patch deployments

Operating Systems (any of the following):

B  Windows 2000 Professional

®  Windows 2000 Server

®  Windows 2000 Advanced Server

®  Windows 2000 Datacenter Server

B  Windows 2000 Small Business Server

®  Windows XP Professional

®  Windows XP Tablet PC Edition

®  Windows XP Embedded

®  Windows Server 2003, Enterprise Edition
B Windows Server 2003, Standard Edition
B  Windows Server 2003, Web Edition

B Windows Server 2003 for Small Business Server
B  Windows Server 2003, Datacenter Edition
® Windows Vista, Home Basic Edition

®  Windows Vista, Home Premium Edition

®  Windows Vista, Business Edition

B  Windows Vista, Enterprise Edition

®  Windows Vista, Ultimate Edition

B  Windows 7, Home Premium Edition

®m Windows 7, Professional Edition
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Windows 7, Enterprise Edition

Windows 7, Ultimate Edition

Windows Server 2008, Standard

Windows Server 2008, Enterprise

Windows Server 2008, Datacenter
Windows Server 2008, Standard - Core
Windows Server 2008, Enterprise - Core
Windows Server 2008, Datacenter — Core
Windows Server 2008 R2, Standard
Windows Server 2008 R2, Enterprise
Windows Server 2008 R2, Datacenter
Windows Server 2008 R2, Standard - Core
Windows Server 2008 R2, Enterprise - Core
Windows Server 2008 R2, Datacenter — Core

Virtual Machines (offline virtual images created by any of the following):

VMware ESX Server 3.0 or later

VMware ESXi 3.0 or later

VMware vCenter (formally VMware VirtualCenter) 2.0 or later
VMware Workstation 4.0 or later

VMware Player

Configuration Requirements

Remote Registry service must be running

Simple File Sharing must be turned off

Server service must be running

NetBIOS (tcpl39) or Direct Host (tcp445) ports must be accessible

When deploying patches on Windows Vista or later operating systems, the
Windows Update service Startup type must be set to either Manual or
Automatic.

Disk Space (for patch program):

Free space equal to five times the size of the patches being deployed
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Supported Languages (for patch program):

® Arabic, Chinese (Simplified), Chinese (Traditional), Czech, Danish, Dutch,
English, Finnish, French, German, Greek, Hebrew, Hungarian, ltalian,
Japanese, Korean, Norwegian, Polish, Portuguese (Brazil), Portuguese
(Portugal), Russian, Spanish, Swedish, Thai, Turkish

Port Requirements

These are the default port requirements. The port numbers are configurable.

Inbound Ports (Basic NAT Firewall)

TCP TCP TCP 139 OR TCP TCP 4155 TCP TCP
80 135 TCP 445 3121 5120 443
Client System X X X (For listening X
agents)

Console X
System
Distribution X X X X
Server

Outbound Ports (Highly Restricted Network Environment)

TCP 139 OR

TCP 80 TCP 445 TCP 3121 TCP 5120 UDP 9
Client System X (For X X X (For agents)

agents)
Console System X X X X X (For WolL & error

reporting)

Distribution
Server
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Installation

INSTALLING THE PREREQUISITES

Automatic Installation

The prerequisites can be automatically installed during the Patch Authority
Ultimate installation.

Manual Installation

If you prefer to download and install the prerequisites yourself, you may do
so using the following URLs.

Windows Installer 4.5
http://www.microsoft.com/downloads/details.aspx?FamilylD=5a58b56f-60b6-
4412-95b9-54d056d6f9f4

.NET Framework 4.0
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=9cfb2d51-
5ff4-4491-b0e5-b386f32c0992&displaylang=en

SQL Server 2008 R2 Express Edition (needed only if you don't already have a full
edition of SQL Server)
http://www.microsoft.com/express/Downloads/

SQL Server 2008 Native Client (if using SQL Server 2008)

English
http://download.microsoft.com/download/0/E/6/0E67502A-22B4-4C47-92D3-
0D223F117190/sglncli.msi (x86)

http://download.microsoft.com/download/A/D/0/ADO21EF1-9CBC-4D11-
AB51-6A65019D4706/sqglncli.msi (x64)

French
http://download.microsoft.com/download/2/1/2/212DDFE2-3F12-44A1-A96C-
42AB89F951D2/sglncli.msi (x86)

http://download.microsoft.com/download/6/8/B/68BD0291-CED3-4538-
B6CB-10978DC4ED9C/sqlncli.msi (x64)
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German
http://download.microsoft.com/download/0/9/7/0971CDDD-AE32-44F1-
9075-4547E24ED463/sqalncli.msi (x86)

http://download.microsoft.com/download/7/7/B/77B0D929-34B5-4020-
83D7-4F28CD2336C3/sqglncli.msi (x64)

Japanese
http://download.microsoft.com/download/D/C/D/DCD9DA3A-8736-467F-
AD1F-B91F4FF4F5D6/sqlncli.msi (x86)

http://download.microsoft.com/download/8/7/F/87FAA8FF-9152-4ADA-9E7A-
38375728FFFE/sglncli.msi (x64)

If your language is not listed the Microsoft SQL Server Native Client download
is part of the collection found at:

http://www.microsoft.com/downloads/details.aspx?FamilylD=b33d2c78-
1059-4ce2-b80d-2343c099bcb4&displaylang=en

MSXML 6.0 SP2

The English version is provided in the installation package and does not need
to be downloaded. If you have a non-English operating system, use the Web
to find the Microsoft hotfix identified by KB960064.

SQL SERVER PRE-INSTALLATION NOTES

Patch Authority Ultimate will store all scan, patch deployment, and threat
remediation results in an SQL Server database. The SQL Server backend
enables real-time collaboration and knowledge management amongst all
individuals responsible for performing patch management and threat
management tasks. Some of the benefits to using the SQL Server database
include:

m High performance when scanning either a handful of machines or many
machines

m Storage of data on a remote machine

m Ability for multiple Patch Authority Ultimate consoles to share templates,
comments, reports, and scan results

Before installing Patch Authority Ultimate please review the following SQL
Server notes:

®  Microsoft SQL Server 2005, SQL Server 2005 Express Edition, SQL Server
2008, or SQL Server 2008 R2 Express Edition is required.

m If you do not have SQL Server, Microsoft SQL Server 2008 R2 Express
Edition will be installed for you on the console machine by the Patch
Authority Ultimate installation process.

m If you will be using Microsoft SQL Server 2008 R2 Express Edition you
should consider downloading and installing Microsoft SQL Server
Management Studio Express. This free software can be used to perform
backups and to manage your database.
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m Installation of SQL Express may fail if you have a SQL Native Client
previously installed. It is strongly recommended that you uninstall SQL
Native Client using Add or Remove Programs before running the
installation program.

B You must have access to the specified SQL Server. The program will
support either Windows authentication or SQL Server authentication to
access the specified SQL server. Although administrative access is not
required, this account does need permissions to create and populate the
product database on the specified SQL Server. In addition, the Patch
Authority Ultimate console machine background services must be able to
access to the SQL Server. All background services run using the
LocalSystem account on the console, so use the machine account when
defining the console login account on SQL Server.

Note: For security purposes, ScriptLogic Corporation recommends using
Windows authentication where possible. For information on configuring a
remote SQL Server to accept Windows authentication credentials from the
Patch Authority Ultimate console, see SQL Server Post-Installation Notes.

® In order to create the database, the user account you specify during the
installation process must be assigned the db-owner role.

m If you are using SQL Server 2005 or 2008 on a remote machine, you must
configure the server to allow remote connections. This can be done using
the SQL Server Surface Area Configuration tool that is provided with SQL
Server.

m If you want to use a clustered configuration for redundancy purposes it
must be configured prior to installation. You then reference the virtual
clustered instance during the installation process. Clustered configurations
are not supported with SQL Server 2005 Express Edition or SQL Server
2008 R2 Express Edition.
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PERFORMING A NEW INSTALLATION
Important! If you are upgrading from a previous version do not perform this
procedure. Instead, please see the Patch Authority Ultimate Upgrade Guide.

1. Begin the installation by double-clicking the file named
Patch__Authority_ScriptLogic_7.8.#.0.exe.

The Setup dialog appears, indicating the status of the Patch Authority
Ultimate prerequisites. The sample dialog shown here indicates that all but
one of the prerequisites is installed.

ParcHAutHORITYULTIMATE

o Hotfix for MSXML 6.0 found. A

o MET Framework 4.0 found.
o SQL Mative Client found.

stallation Motes

Copyright @ 2011 by ScriptLogic Curpuraﬁi

2. Click the Install button to install the missing prerequisites.

After the prerequisites have all been installed, the installation window
reflects this fact. If any prerequisites were missing the installation
program will request a system reboot before continuing. The installation
program will restart automatically following the reboot.

3. To continue with the installation, click Install.
4. Read the information on the Welcome dialog and then click Next.

The license agreement is displayed. You must agree to the terms of the
license agreement in order to install the program.

5. To continue with the installation, click Next.
The Destination Folder dialog is displayed.

6. If you want to change the default location of the program, click the
browse button and choose a new location.

Tip: If you want a shortcut icon to be created and placed on your
desktop, enable the Create a shortcut on the desktop check box.

7. Click Next.
The Ready to install dialog is displayed.

8. To begin the installation click Install.
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Near the end of the installation process the Database Setup Tool dialog
is displayed.
B

& patabase Setup Tool

ScriptLogic Patch Authority Ultimate
Database Setup Tool

Flease select an option:
& Create a new database

" Usean existing database {link orupgrade)

To continue, click Mext

Eiack i Mext | [ Cancel ]

9. If you have a previously installed Patch Authority Ultimate database that
you wish to use, select Use an existing database and then click Next.
Otherwise, select Create a new database and then click Next.
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A dialog similar to the following is displayed:
B Database Setup Tool

SQL Database Conlfiguration

Please define a connection Far your new ScriptLagic Patch Authority Ulkimate SQL
database.

Choose a database server and instance

Server name: |VM-2K3-DC1\SQLEXPRESS

Database name: |Scans

Choose how interactive users will connect to the database

Authentication method: |Integrated Windows Authentication
User name | |

| Test server connection

Choose how services will connect to the database

Uzing Integrated Windows Authentication with remote databaszes
requires Kerberos.

I~ Usealternate credentials for console services

Authentication method

ntegrated Windows Authentication

J[=] 3

@

| Back | |

Mext

Cancel |

10. Use the boxes provided to define how users and services will access the

SQL Server database.

Choose a database server and instance

= Server name: You can specify a machine or you can specify a
machine and the SQL Server instance running on that machine.

= Database name: Specify the database name you want to use. The

default database name is Scans.

Choose how interactive users will connect to the database
Specify the credentials you want the program to use when a user
performs an action that requires access to the database.

= Integrated Windows Authentication: This is the recommended and

default option. Patch Authority Ultimate will use the credentials of the
currently logged on user to connect to the SQL Server database. The
User name and Password boxes will be unavailable.

Specific Windows User: Select this option only if the SQL Server
database is on a remote machine. This option will have no effect if the
database is on the local (console) machine. (See Supplying Credentials
in the Patch Authority Ultimate Administration Guide for more
information about local machine credentials.) All Patch Authority
Ultimate users will use the supplied credentials when performing
actions that require interaction with the remote SQL Server database.
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= SQL Authentication: Select this option to enter a specific user name
and password combination when logging on to the specified SQL Server.

Caution! If you supply SQL authentication credentials and have not
implemented SSL encryption for SQL connections, the credentials will
be passed over the network in clear text.

= Test Server Connection: To verify that the program can use the
supplied interactive user credentials to connect to the SQL Server
database, click this button.

Choose how services will connect to the database

Specify the credentials you want the background services to use when
making the connection to the database. These are the credentials that the
results importer, various agent operations, and other services will use to
log on to SQL Server and provide status information.

= Use alternate credentials for console services:

= |f the SQL Server database is installed on the local machine you
will typically ignore this option by not enabling this check box. In
this case the same credentials and mode of authentication that
you specified above for interactive users will be used.

= You will typically only enable this check box if the SQL Server
database is on a remote machine. When the database is on a
remote machine you need an account that can authenticate to the
database on the remote database server.

= Authentication method: Available only if Use alternate credentials for
console services is enabled.

= Integrated Windows Authentication: Selecting this option
means that the machine account will be used to connect to the
remote SQL Server. The Kerberos network authentication protocol
must be available in order to securely transmit the credentials. The
User name and Password boxes will be unavailable.

Note: If you choose Integrated Windows Authentication the
installation program will attempt to create a SQL Server login for
the machine account. If the account creation process fails, see SQL
Server Post-Installation Notes on page 14 for instructions on
manually configuring a remote SQL Server to accept machine
account credentials. Do this after you complete the Patch Authority
Ultimate installation process but before you start the program.

m  Specific Windows User: Select this option to enter a specific
user name and password combination. Patch Authority Ultimate’s
background services will use these credentials to connect to the
SQL Server database. This is a good fallback option if for some
reason you have difficulties implementing integrated Windows
authentication.

= SQL Authentication: Select this option to provide a specific user
name and password combination for the services to use when
logging on to SQL Server.
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11.

12.

13.

14.

After providing all the required information, click Next.

Note: If the installation program detects a problem with any of the
specified credentials, an error message will be displayed. This typically
indicates that a user account you specified does not exist. Make a
correction and try again.

The program will create, link to, or upgrade the database. When the
database operation is complete the Database Installation Complete
dialog is displayed.

Click Next.

The Installation Complete dialog is displayed.
Click Finish.

The Completed dialog is displayed.

i'é" ScriptLogic Patch Authority Ultimate Setup [_ |}

M 4
“ [ Launch Patch Autharity Ulkimate

Back

Completed the Scriptlogic Patch
Authority Ultimate Setup Wizard

Click. the Finish button o exit the Setup wWizard,

Canicel |

If you want to start Patch Authority Ultimate immediately, enable the
Launch Patch Authority Ultimate check box and then click Finish;
otherwise, just click Finish.

INSTALLATION LOG FILES

If you have an installation question or issue that requires help, please locate
the installation log files before contacting the ScriptLogic Technical Support
staff. The installation logs are located in the following directory:

On Windows Vista and other newer operating systems: C:\Users\user
name\AppData\Local\Temp

On earlier Windows operating systems like Windows XP: C:\Documents
and Settings\user name\Local Settings\Temp

There are three installation log files within the directory:

Main installation log file: PAUSetup_date_time.log

Prerequisite installation log file: PreSetupdate.log

B  Windows Installer log file: PAUInstall_date_time.log
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SQL SERVER POST-INSTALLATION NOTES

Manually Configuring a Remote SQL Server to Accept Machine Account
Credentials

Note: The manual process described here is required only if the automated
account creation process failed during product installation.

To get Patch Authority Ultimate to interact properly with a remote SQL Server
you must configure the server to accept machine account credentials. The
best time to do this is immediately after you have installed Patch Authority
Ultimate but before you actually start the program. You can, however,
perform these steps after starting the program. Any scans you may have
initiated prior to this that required interaction with a remote SQL Server
database probably failed.

This section describes how to configure a remote SQL Server to accept
Windows authentication (machine account) credentials from the Patch
Authority Ultimate console. For security purposes, ScriptLogic Corporation
recommends using Windows authentication where possible. Microsoft SQL
Server Management Studio is used as the editor in the following examples but
you can use a different tool if you prefer.

1. The Patch Authority Ultimate console and SQL Server must be joined to
the same domain or reside in different domains that have a trusted
relationship.

This is so the console and the server can compare credentials and
establish a secure connection.

2. On SQL Server, create a new login account for Patch Authority Ultimate to
use. (You must have securityadmin privileges in order to create an
account.)

To do this: Within the Security node, right-click Logins and select New
Login. Type the login name using a SAM-compatible format
(domain\machine name). The machine account is your console's machine
name and must contain a trailing $.

Note: Do not use the Search option. You must manually type the name
because it is a special name.
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Make sure you choose Windows Authentication and that the Default
database box specifies the Patch Authority Ultimate database. For example:

.. Microsoft SOL Server Management Studio

File Edt Wiew Tools Window Community Help
§ 5 mewouery | Dy | R B T | [y | S ooy B B P B
o er Login - New
comnect~ | 3 @ T [F] Selectapage = 5 Seript ~ [ Help

General
El [ (local) (5QL Server 9.0.3042 - HAZMAT-Z | - Server Foles . . [DOMANNC e e
[= [ Databases \User Mapping 0gdih fame: earch..

System Databases
& 5y Securables Windaws authenticatio
Status

[ Database Snapshots
 50L Server authentication

=101

ans

24 Secuwrity
=) [ Logins

Password |
T BUILTIN Administrators i
LConfirm passward: |
£ NT AUTHORITY|SYSTEM
sa
e WM-QA-2K3E-XBEISQLServer
AR YM-QA-2KE-XB6ISOLServer I Erfoice passiord ooy
O] YM-QA-2K3E-XBEIS QL erver ¥ Erforce password expiration
& DOMAIMAConsclet ames ¥ | User must chanae password 2t hext lagin
# [ Server Rales
[ Credentisls € Wapped o cerfiiicate
[ ) SRR = Certfisate name: |
(L3 Replication

[ Management

€ Wanped to aspmmetic key
[ Matification Services

@ SQL Server Agent (Agent XPs disable SRR A Esy name: |
Server
(local) Default database:
Connection Defaul language: | cdefait =
DOMAINWser

33 Wiew connection propettiss

Ready

A

%

3. For the Patch Authority Ultimate database, create a new user login using
the console machine account.

Right-click the Users folder, select New User, browse to find the Login
name, and then paste the name in the User name box. Assign the user
the db__datareader, db_datawriter, and STExec roles. For example:

Fle Edit Wiew Project Tooks Wi

i L) new query | [3y | {9y % 7 | 8 | 1| 58 secunables

i [ | Etended Properies User name [DOMAIN CansoleNames —

=0l _iolx|
L5 Seript + {73 Help

& Login name: [DOMBINYConsolet ames
comect~ | 32 m T F] ] Gerlificate name: [
)} tempdh £ Key name; |
(23 Database Snapshots 2D ettt g
= [ Seans 1
[ Datahase Disgrams Default schema: | B

(L3 Tables

3 Views Schemas gined by this user
[ Synonyms Owined Schemas -
(3 Pragrammability [~ db_accessadmin
L4 Service Broker T db_backupoperator
- Seui [ db_datareader
I db_ddiadmin
|#, quest 7 db_denydatareader
? INFORMATION_SCH s " db_denydatavier =
(A sy =
| & DEVIHAZMAT-2keE: | Server: Databass rols membership: v
=l [ Roles (el Fiole Members T=1
[ [ Database Roles Connection: o e -
0 db_sccessadmir| DOMAINser
B db backupoper ¥ db_datauwriter
- i Vi tion properti
B oot 83 Vencomestonacomies || [ b s
M db_datawriter [T db_denydatarsader
B, db_ddadin LIS [ db_denydatanier
A db_demydatare. Froady ¥ STEsec
0 db_derydatawr
B o _owner [ db_owuner =l

B, dh_securitysdm
B public
[ Applicstion Foles Cancel .
[ Schemas &

[ Asymmetric Keys
[ Certificates

[ Symmetric Keys = d L
Y (B » l—‘ (3 Ouery executed successfully.  |(local) (3.0 5P2) [ HAZMAT-2K3E-50L A drinistrator (53) ‘nn 00:00  |0rows
Ready 4'
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4. Start Patch Authority Ultimate.

5. Perform any troubleshooting as necessary.

= You can use the SQL Server activity monitor to determine if connection
attempts are successful when performing a patch scan.

= If you ran Patch Authority Ultimate before creating the SQL Server
user account, some services may fail to connect to SQL Server. You
should select Control Panel > Administrative Tools > Services
and try restarting the services.

= |If the connection attempts are failing you can view the messages in
the SQL Server logs to determine why the failures are occurring.

Allowing Other Users Access to the Program

Note: This section also applies if you are using the role-based administration
feature.

If you wish to allow other users access to the program, you may need to
configure SQL Server so that the users have the necessary database
permissions. Specifically, when using Windows integrated authentication,
users without administrative rights on the database machine must be granted
read and write permission to all tables and views. They must also be granted
execute permission to all stored procedures in the Patch Authority Ultimate
application database. They may not otherwise be able to start Patch Authority
Ultimate.

One way to grant these permissions is to assign your users the db_owner
role. For security reasons, however, this may not be the best solution. A safer
alternative is to grant execute permission at the database level. You do this
by assigning the users in question to the STExec role.

For more details on granting the necessary database permissions, see the
following article: http://www.sqgldbatips.com/showarticle.asp?ID=8

Performing Periodic Maintenance on the Database

Patch Authority Ultimate provides the ability to perform periodic maintenance
on the database by automatically removing old scans, rebuilding index files,
and performing backups. See Database Maintenance in the Help file for
details.
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Getting Started

STARTING PATCH AUTHORITY ULTIMATE

Note: In order to access the full capabilities of Patch Authority Ultimate, you
must run under a Windows account with administrator privileges.

You can start Patch Authority Ultimate two ways:

B Select Start > All Programs > ScriptLogic Corporation > Patch
Authority Ultimate

m Double-click the Patch Authority Ultimate icon on your desktop

If this is the very first time you’ve started the program you will be prompted
to run the Setup Wizard. The home page is displayed immediately on
subsequent startups.

RUNNING THE SETUP WI1ZARD

When Patch Authority Ultimate is run for the first time, the Setup Wizard
gathers pieces of information that will aid in quickly performing a successful
scan. The Setup Wizard can also be run at any time by choosing Tools >
Setup Wizard.

The first dialog box that appears is simply an informational dialog.
1. After reading the welcome message, click Next.

The Setup Wizard now checks the proxy settings in Internet Explorer and
conducts an Internet connectivity test to determine whether or not further
proxy server settings are necessary. If Patch Authority Ultimate is unable
to access the Internet with these settings a dialog similar to the following
will appear.

) ScriptLogic Patch Authority Ultimate Setup Wizard

If you are required to enter & user name and password to access the Internet,

please enter thoze credentials below.

se prouy

Help Eock ﬂext Corcel

Updated 23 February 2011



ScriptLogic Patch Authority Ultimate 7.8 Installation & Setup Guide 18

If you are required to enter a user name and password each time you
launch your browser and browse the Internet, please enter those
credentials here. It may be necessary to specify a domain as part of your
user name (for example: mydomain\my.name). These settings can be
modified later by going to Tools > Options > Proxy. You may test your
settings by clicking Test.

Important! If you are using a proxy server for HTTP, then you must
enable the Bypass proxy server for local addresses check box in the
browser's proxy server settings. To access these settings, on the Tools
menu in Internet Explorer, click Internet Options, click the
Connections tab, and then click LAN Settings. Enabling the Bypass
proxy server for local addresses check box specifies that the proxy
server should not be used when the Patch Authority Ultimate console
connects to a computer on the local network.

2. After specifying your proxy server information, click Next.

The next dialog prompts you for your user name and password
credentials. These credentials are not used for the normal scan process,
they are used during the rescan process (after deployment). The
credentials you provide in this dialog are supplied to the Patch Authority
Ultimate Service and are presented during a rescan operation for the
purpose of patch validation (unless alternate credentials are provided from
a machine group using the Credentials button).

These credentials can be modified later by selecting Tools > Options >
Default Credentials.

) ScriptLogic Patch Authority Ultimate Setup Wizard

Default User name and Password

User name: MOS5FARM&dministrator

I}
o
i

3. After specifying your credentials, click Next.

Updated 23 February 2011



ScriptLogic Patch Authority Ultimate 7.8 Installation & Setup Guide 19

The Tracker dialog enables you to specify the IP address used by Patch
Authority Ultimate Deployment Tracker. If you are on a multi-homed
machine, it is necessary to choose the IP address that corresponds to the
network that will be scanned. If desired, you can elect to specify the
console host name rather than the IP address.

) ScriptLogic Patch Authority Ultimate Setup Wizard
Tracker
Select the IP Address to use for patch deployment monitoring
Deployment Tracker address: | 192.168.1.80 -
Help Back Cancel

4. After specifying the address, click Next.

The next dialog that appears enables you to specify if you want to use the
automatic e-mail feature of Patch Authority Ultimate. This feature enables
you to send e-mail alerts, reports, and messages to specified users. To
use this feature, enable the Enable automatic E-Mailing of
notifications and results check box and then specify the name or IP
address of the SMTP server you use. In the From E-Mail Address box
type the e-mail address that should be used within the e-mail message.

) ScriptLogic Patch Authority Ultimate Setup Wizard E

E-mail

E-mail server name

or IP Address

SMTP Part 25

From e-mail Address

Help Back Next Cancel

5. If you have not elected to use the automatic e-mail feature, click Finish
and skip the following step. Otherwise, after specifying your e-mail
settings, click Next.
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This dialog enables you to verify the authentication information required
by your SMTP server and to test your setup.

E-mail Server

¥| Use authentication

User name: Maozstarmdadministratar

Password quuuo

Verify password: qunuo
Verify password:

Send a test e-mail

After specifying the required information, click Finish.

If the machine on which Patch Authority Ultimate is installed has multiple
network adapters or has multiple IP addresses, it is necessary to choose
the IP address that corresponds to the network that will be scanned. On
the dialog box that appears, select an appropriate IP address from the IP
Address for Patch Authority Ultimate Deployment Tracker drop-
down menu. If it is necessary to change this information later, you can do
so by choosing Tools = Options = Deployment and changing the IP
address in the Deployment Tracker address field.

This completes the initial configuration of Patch Authority Ultimate.

ACTIVATING PATCH AUTHORITY ULTIMATE

Until you activate Patch Authority Ultimate you are very limited in the actions
you are allowed to perform. You activate the program by entering a valid
activation key. To activate Patch Authority Ultimate:

Note: If you are only interested in using Patch Authority Ultimate Limited you
can skip this section. A license key is not required to perform the functions
provided by Patch Authority Ultimate Limited.

1.

If you have an electronic copy of your license key copy it to your
computer's clipboard.

Your license key is typically sent to you in an e-mail from ScriptLogic
Corporation when you purchase the product.

From the Patch Authority Ultimate menu select Help > Enter License Key.
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The Activation dialog appears.

Scanning, deployment, and other features will be restricted or unavailable until you complete activation
Canfigure proxy settings via Patch Authority Ultimate (Tools-=0ptions->Proxy]).
Please contact ScriptLogic at 1-800-813-6415 or 561-886-2400 if you would like to activate

by phone.

Enteryour activation key:

74P5A 74P54 74P54 74P54 74P54 Paste key
s Onli A

Offline activation

Cancel

The program should automatically detect the activation key and paste it in
the appropriate boxes.

(Optional) If the activation key did not automatically populate in the boxes
(or if you didn’t copy the key into your computer’s clipboard until after you
launched this dialog), click Paste key.

You can also manually type your activation key if you prefer.

If You Have an Internet Connection

3.

Select Online activation.
Click Activate online now.

If the activation is successful the message Patch Authority Ultimate
product activation successfully completed is displayed near the
bottom of the dialog.

Click Close.

If You Do Not Have an Internet Connection

1.
2.

Select Offline activation.
Click Create request.

A text file is generated, saved to your computer, and opened within
Notepad. The location of the text file on your computer is specified in the
first couple of sentences in the file.

Move the text file to a computer that has an Internet connection.
E-mail the file to license@scriptlogic.com.

ScriptLogic Corporation will process the license information and e-mail you
back the processed license file.

When you receive the processed license file, move the file to the console
computer.

Within Patch Authority Ultimate, select Help = Enter License Key.
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7. On the Patch Authority Ultimate Activation dialog select Offline
activation.

8. Click Import data and then open the file you received from ScriptLogic
Corporation Technical Support.

Patch Authority Ultimate will process the file and the program will be
activated.

How LICENSES ARE TRACKED

When a patch deployment is performed, Patch Authority Ultimate records the
machine name in the database if it does not already exist. From there, the
number of remaining seats available for deployment is reduced by one for
each target. When scanning virtual machines, a machine is counted only once
even if it is scanned both in online (powered on) mode and offline (powered
off) mode.

You can easily find out how many license seats have been used by choosing
Help = About ScriptLogic Patch Authority Ultimate. The dialog below
indicates that Patch Authority Ultimate is licensed to deploy patches to 1000
machines and that 12 licenses have been used.

About ScriptLogic Patch Authority Ultimate Limited

ScriptLogic Patch Authority Ultimate Limited 7.8.0 p———
Build: 1324
Export Info
Administration Role:
Role Based Administrationis not enabled Open Source license
Tech support

License Key:
TAMNISTANISTANISTANISTANIS

Licensed Capabilities
Maintenance and Data Subscription expires: 12/22/2011
Scanning licensed for 1000 Machines
Deployments and Agents licensed for 100 Machines
1000 servers licensed
12 deployment licenses used

Configured databaszeforthis consale:
Server name: WM-2K3-DC1\SQLEXPRESS
Database name: Scans

Copyright ® 2011 ScriptLogic Corporation
‘warning: Unautharized reproduction or distribution of this program or any part thersaf, will result in prosecution to the full extent of the
law
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