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Typeface Conventions

Bold Indicates a button, menu selection, tab, dialog box title, text to type, selections
from drop-down lists, or prompts on a dialog box.

ScriptLogic may be contacted about any questions, problems or concerns you might have
at:

ScriptLogic Corporation

6000 Broken Sound Parkway NW

Boca Raton, Florida 33487-2742

561.886.2400 Sales and General Inquiries
561.886.2450 Technical Support

561.886.2499 Fax

www.scriptlogic.com

ScriptLogic can be found on the web at www.scriptlogic.com. Our web site offers

customers a variety of information:

= Download product updates, patches and/or evaluation products.
B Locate product information and technical details.

#  Find out about Product Pricing.

m  Search the Knowledge Base for Technical Notes containing an extensive collection of
technical articles, troubleshooting tips and white papers.

B Search Frequently Asked Questions, for the answers to the most common non-
technical issues.

m  Participate in Discussion Forums to discuss problems or ideas with other users and
ScriptLogic representatives.
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What is File System Auditor?

The ScriptLogic File System Auditor, a unique solution for recording Windows file server
activity, allows administrators to audit file access, generate easy-to-understand reports,
and create alerts tied to file system events. Ideal for protecting confidential or sensitive
data, File System Auditor assists in compliance reporting by creating an audit trail of file
activity on patient records, financial reports, or other sensitive information.

File System Auditor assists in security management by sending email alerts or saving the
report to a file share whenever specific file system events occur, such as failed access

attempts, or modifications of a particular set of files and folders.

a ScriptLogic File System Auditor [Report Configuration Console]

Ele  View

ports

| Modified Files and Folders

Mew Repart y, Stark Page |
+ Pt | % | L | )

M ed Files and Folders

Database Connection

Selected Report Filker

|- iChange suthentication mode ¢ » Date/Time Range: ITha past 1 hour from Tuesday, September 15, 2009
== SQL Server Instance: Users: I[,q" Users]
QATESTEK-ZKIRZ i
Databass Hame: Events: I[A Events]
SLFileAuditor Paths: [ta Paths]
Authentication Mode: Processes: I[,q|| Processes]
Windows
Servers: I[AII Servers]
Workstations: I[All tWorkstations] _I
Feport Mot Scheduled ]
Report Preview (Maximum of 1000 Events)
L 1 of 7 } }! Retrizved by Time Generated Desc - L’; @ Refresh ':] \%5 Create Schedule =

Server Name
QATEST2K ME]
QATESTZK-2K3R2 [ACME)

([ATECT I 9307 (ATKICT

04 [Ei File System Auditor Report Yiewer

Q& [J;ExpurtRepurt ‘[D

g:D—---‘..

9/15/2003 1:15:57 PM | Administrator [ACME “WAdministratar]

T HE P0G 008 Db A driinbrmboe G0ERACY A cAriinbr 2ber |

Time Generated Account Event

11E:05 P | Administrator Falder - Renamed

Folder - Created

dministrator]

C:ADocuments and Settin

Coldne Cra-tnd P s ke, and C b

=] E3
Gen. O] 0BH| e e A W i | @pscknard @ Eormard
V2 3 R R R SRR Y

File System Auditor - Audit Report

- SUmmary; 11 Events
- Date Range: The past 1 hour from Tuesday, September 15, 2009 4:09 FM
- Events: [all Events]
1 Paths: [All Paths]
' Users: [All Users]
Processes: [AllProcesses]
N Servers: [All Servers]

Workstations [All Workstations]
ScriptLogic Corporation - File Systermn Audior

Tuesday, September 15, 2009

Date: Time:

9/15/2009 312:13PM Administrator {ACME" Administrator) Folder - Created
Server: QATESTZK-2K3RZ (ACME)

Process: F3AReportingZonsole, exe

Workstation: gatestZk-Zk3r2 ACME com (197,163.0.1)

Path: C\Documents and Settings|Administrator, QATEST2K-2k3R 2, 000\Local Settings!Application DatalScriptLogic_Corporation

9/15/2009 312:13PM Administrator (ACME" Administrator) Folder- Created
Server: QATESTZK-2K3R2Z (ACME)

Process: FSAReportingConsole. exe

Workstation: qatestzk-2k3r2. ACME . com (197.168.0.1)

Path: :\Documents and Settings! Administrator QATEST2K-2K3R2, 0004 Local Settings|Application
Data\ScriptLogic_Corporation\FSaReportingConsole.exe_Url_jrxsdiZlpgwyvaatykvZ1vbmiShawtdo
312:13PM Administrator {ACME" Administrator)

....... ARTESTAIE AN AR IEY

Folder- Created _'LI
| r
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Reporting Events

Once File System Auditor is configured, use the File System Auditing Console to filter
the auditing database for reporting purposes. You can specify the date and time during
which to collect data, and the users, events, paths, processes, and servers to collect. By
default all are collected.

Note: Only the data that resides in the auditing database is available for reporting. The
data that is captured in the auditing database is determined by the filters defined in the
File System Auditor Configuration Console. See the Getting Started Guide for
information on configuring File System Auditor.

STARTING THE REPORT CONFIGURATION CONSOLE

Click Start, point to Programs » ScriptLogic Corporation > File System Auditor 2, and
then select Report Configuration Console.

Each time you run the program you will be greeted by the splash screen, which displays
the version of the application.

EXAMINING THE REPORT CONFIGURATION CONSOLE START PAGE

The File System Auditor Report Configuration Console displays the Start Page, which
upon installation, may be blank. If you are upgrading to the current version of File
System Auditor, your existing reports are listed.

@_ scriptLogic File System Auditor [Report Configuration Console]

File Wew Tooks Help

;+Naw Report Skart Page @
Report Configuration Console

reate Mew Report

Modify Application Preferences

Select a database containing auditing events Make changes to application preferences,
and create a new report

&} Display Help.

View help contents.
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Create New Report Create a new report. See Creating a Report.

Modify Application Preferences Configure general options and set up email. See Setting Time
Zones and Regional Settings and Setting the Email Account.

Display Help Display online help.

File Menu and Toolbar Buttons

E.i. Mew Report, .,

Rename...

& Delete Report

Exit

New Report Create a new report. See Creating a Report.

Rename Rename a selected report.
Delete Report Delete a selected report.
Exit Exit Reporting Console.

View Menu and Toolbar Button

3 Start Page

Start Page Display the Start Page.

Tools Menu

Tools
E] Opkions...

Options Configure general preferences and set up email. See Setting Time
Zones and Regional Settings and Setting the Email Account.
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Help Menu and Toolbar Button

Help

e Help Contents

About ScriptLogic File Syskern Auditar

@ Help Contents Access online help
About ScriptLogic File System  View information about the version of File System
Auditor Auditor installed on your computer and the End User
License Agreement (EULA).
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CREATING A REPORT

1. Click [LghNewReport | Alternatively, choose New Report from the File menu or click
Create New Report on the Report Configuration Console Start Page. The Create
New Report box displays the default database server and database name.

2. In the Report Name box, type a name to identify the report.

3. From the Database Server list, choose a database server hosting the database
containing the data you want to report upon.

4. From the Database Name list, choose the database.

Create New Report

File System Auditor
Mew Report

Report Mame: |Modified Files and Folders

Database Information

Datahase Server; | QATESTZK-2K3R2 4

Database Mame: ISLFiIeAuditor j

£ Windows Authentication = 5QL Server Authentication

CK I Cancel |

5. Click OK. The report name is listed in the Reports area and displays as the header to
indicate the Database Connection, Selected Report Filter, and Report Filter Results
areas are connected to that report.

Note: As data is being retrieved from the

database, you see a progress message. If the

retrieval is taking too long and you want to /
cancel the process, click Cancel.

Retrieving events, ..

Cancel
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By default, the first 1,000 results in the selected database instance collected over the
past hour display in the Report Preview area. By default, results are listed in
ascending order by time of generation.

E_ ScriptLogic File System Auditor [Report Configuration Console]

Fle ‘iew Tools Help
q;NEW Repart * ;F.Startpage @

. Modified Files and Folders

| Modified Files and Folders Diakabase Connection Selected Report: Filker

i _EJ Date/Time Range: |Tha past 1 hour from Tuesday, September 15, 2009 I
= S0L Server Instance: Users: I[NI Users] I

QATESTZK-ZKIRZ -
Database Mame: Events: I[”\ Events] I
SLFilsAuditor Paths: Jial paths] o
Authentication Mode: Processes: I[NI Processes] I

windows

Servers: |[AII Servers] I
Workstations: I[AII ‘Workstations] |

Feport Mot Scheduled ]

Report Preview (Maximum of 1000 Events)
1 of 7 | » M | Retrieved by Time Generated Desc v | 7 @Refresh | [ [ | 95 Create Schedule

9/ 1:16:05 P | Administrator [4C] % Folder - Renamed | C:A\Documents and Settin
9/15/2009 1:15:57 PM Administrator [(SCME \administrator]  Folder - Created
9/15/2009 1:04:06 PM | Administrator [ACMENAdministrator] | Folder - Created CADocuments and Settin

; ME ]
OATEST2K-2K3R2 [ACME
QATEST2K-2K3RZ (ACME

C:\Documents and Settin

)
QATEST2K-2K3RZ (ACME)  9415/2009 1:04:06 PM  Administrator [ACME \Administrator]  File - Modified CADocuments and Settin
QATEST2K-2K3R2 (ACME)  9/15/2009 1:04:06 PM  Administrator [ACME\administratar]  File - Created CADocuments and Settin
QATEST2K-ZK3RZ (ACME)  9415/2009 1:04:05 PM  Administrator [ACME\Administrator]  File - Deleted CADocuments and Settin
QATEST2K-2K3R2 (ACME)  9/15/2009 1:04:05 PM  Administrator [ACME\Nadministrator]  File - Created CADocuments and Settin |
|4l v
Toolbar Description
Change authentication mode Change method for connecting to the database. See Changing
Authentication Mode.
|| Set a filter. See Setting Filters.
Move to the first event in the database.
Move to the previous event in the database.
c4 af 122 The number of the highlighted event and the number of total

events. You can type a new value in the box to move to a
specific event in the database.

For example, since only the first 1,000 events display, you
could type in 2000 to view the next group of events in the

database.
Move to the next event in the database.
Move to the last event in the database.
Retrieve By Account Asc -~ By default, results are listed in ascending order by time of
generation. You can sort the list by selecting to sort by account
Account Dese or time generated in either ascending or descending order.

Time Generated Asc
Time Generaked Desc

See Viewing and Sorting Results.

When selected, the Report Preview area is refreshed
automatically whenever a change is made to the filters. The
Auto Refresh button remains selected until you click to release
it.

Refresh the Report Preview area.

Generate a report.

C
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Toolbar Description
Export report data to a .csv file. See Exporting Report Data.

T3 Create Scheduls Schedule the report to run at a specific date and time. You can
send the report results to a specified email address. See
Scheduling a Report.

7 Edit Schedule Edit a scheduled report.

Delete a report’s schedule.

= Group By Display results in groups. See Viewing and Sorting Results.

CHANGING AUTHENTICATION MODE

The data displayed in the Report Preview area is pulled from the database displayed in
the Database Connection area. You can change the authentication of the database.

1. Click Change authentication mode. The Database Settings box displays the report

name, database server, and database name.

Change Database Settings E

File System Auditor
Database Settings

Report: Mame: Modified Files and Folders

Dakabase Information

Dakabase Server: IQ-"*TESTZK'ZK3R2 j
Dakabase Name: [LFilefudicor |
* windows Authentication {~ S0L Server Authentication

o4 I Zancel |

2. Choose whether the database server uses Windows Authentication or SQL Server
Authentication.

If you chose to change to SQL Server Authentication, the User Credentials box
appears. Enter the User ID and Password, and then click OK.

File System Auditor User Credentials E3

% YMA-WINZKSYR

UserlD  JACMEAdmiistratod

xxxxxxxx

Pazsword I

ok, | Cancel

3. Click OK.
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SETTING FILTERS

You can set filters to include or exclude specific data when the report is generated. The
actual data in the database is not affected.

Selected Report Filker

% Datel Time Pange: IThe past 1 hour From Tuesday, Sepktember 15, 2009
I[P.II sers]

Users:
Events:

Paths:

Processes:

Servers:

‘Workstations:

I[P.II Ewvents]

|[p.|| Paths]

I[.ﬁ.ll Processes]

I[.ﬁ.ll Servers)

e
e
e
e
e
e

I[.ﬁ.ll Waorkstations]

£

Note: If you want the results in the Report Preview area to update whenever you change
a filter, click . The button remains selected until you click to release the button.

Setting the Date/Time Range Filter

By default, the report data displays for the previous hour on the current date. You can
pull data for a specified number of hours or days.

1. Click »| next to the Date/Time Range filter setting in the Selected Report Filter
area. The Date Time Filter box opens.

Edit Audit Reporting Filter |
—Date Time Filter
' Report file system events for the following number of hours:
Haurs: |1
" Report file system events between the following times
Dake § Time From: Date [ Time To:
n February, 2007 u n February, 2007 u
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu  Fri Sat
25 29 30 31 1 2 3 28 29 300 31 1 2 3
4 5 6 7 5] 9 10 4 5 6 7 5] 9 10
11 12 13 14 15 1& 17 11 1z 13 14 15 1&a 17
18 19 @k 21 2z 23 24 15 19 @k 21 22 23 24
25 26 27 28 1 2 3 25 26 27 28 1 2 3
4 5 3] 7 a 9 10 4 5 3] 7 5] 9 10
= aToday: 2/20/2007 = aToday: 2/20/2007
f1z:00 Am - f10:31 Am -
oK I Cancel |

= Report File System Events to the following number of hours
Select to include events in the report for the number of hours as indicated in the
Hours box. By default, reports include file system events for one hour.

UPDATED 27 JANUARY 2011
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" Report File System Events between the following times

Select to specify a specific date and time within which to report file system events. To
select a date range, select the start and end day on the calendars. To select a time
range, select the hour, minute, or seconds, and then use the up and down arrows to
change the setting.

2. Click OK. The specified date and time display in the Date/Time Range box.

Setting the Users Filter

By default, all users who are currently signed on to the system are included in the report.
You can filter the results by including or excluding specific users and groups.

1. Click -/ next to the Users filter setting in the Selected Report Filter area. The Users
Filter box displays the users who are currently signed on to the system.

Edit Audit Reporting Filter E2

—Users Filtar

& Include AllUsers € Include Selected Users ¢ Exclude Selected Users

Include the users selecked below:
Account Mame | Account SID
O & administrator (ACMELADministratar) 5-1-5-71-3519560533-31 40459606-...

Include users in the Follwing groups:
Group Mame

Group I Select a group...

fdd| Group | Hemove Selected Groups ShiawEroup Members. ., |

oK I Cancel |

' Include All Users
By default, all users who are currently signed on to the system are included in the
report.

" Include Selected Users
Select to specify specific users and/or groups to include in the report.

" Exclude Selected Users
Select to specify specific users and/or groups to exclude from the report.

Button Description

Select a group... Select a group from a list. See Adding Groups.

Add groups to the list. See Adding Groups.

[ Remove selected Groups | - Remove selected groups from the list. See Adding Groups.

| Show Group Members. .. | Display members of the selected group. See Adding Groups.

UPDATED 27 JANUARY 2011
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3. Click OK. The users and groups display in the Users box. If there is more than one,
the users and groups are separated by commas.

Adding Groups

1. Choose either Include Selected Users or Exclude Selected Users to activate the
lower portion of the Users Filter box.

2. In the Group box, type a group name or click Select a group to choose a group.

-,,...rf‘,_(._.--....-' Tl A S e e e e
Include users in the follwing groups:
Group Mame |
o Select a group
ype E from a list
group name _ {
Group I.C'.CME'I,P.dministrators - ‘}Sehgct agraup, .,
Add Group I Remoyve SelectediGroups Shiow Group Members, ., | IE
o4 | Zancel |

If you clicked Select a group, the Select Group box lists all the groups in the current
domain. To switch to another domain, select the domain or Entire Directory from the
Look in list.

1 9elect Group 2 | x|
Lok in: I@ aCme.com j
M arme | In Folder |A
m.&dminislralors acme. comdBuiltin =
m Users acme. com/Builtin
m Guests acme. comdBuiltin
m Backup Operators acme. com/Builtin
m Replicator acme. comdBuiltin
7 Senver Nneratar: Arrme rnmdRoilkin LI
M arne: I
’TI Cancel |
P

Select a group from the list or type a group name in the Name box, and then click
OK. The group displays in the Group box.

UPDATED 27 JANUARY 2011
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3. Click . The group name displays in the list. Repeat the process to add more
groups if desired.

rrarers. oo T et gl e I el s i T

Include users in the Follwing groups:
Group Mame |
B3 ACMEN Administrators

Group I Select & group...

Add Graum | | Remove Selected Groups I Showe @roup Members. .. |

ok | Cancel |

To remove selected group(s) from the list, click |_Remove selected Groups |

To display the members of a selected group, click |_show Graup Hembers. .|
The Members box displays the group members. Click OK to close the box.

Active Directory Group Membership B
—Members

Group: ACMEYAdministrators

Member Mame | SID | From Group |
B Domain Adrmins 5-1-5-21-3519560533-3140459606-3068745,..  LDAP://CN=Domain Admins, Ch=Users,DC=a,..
B sladmin 3-1-5-21-3519560533-3140459606-3065745, ., LDAP: /{CN=sladmin, CN=Users,DC=acme,DC...
B Administratar 5-1-5-21-3519560533-3140459606-3065745, .. LDAP: [/ CN=Administrator, CN=Users,DC=ac...
B Enterprise Admins 5-1-5-21-3519560533-3140459606-3068745,,,  LDAP://CN=Enterprise Admins, ChN=Users,DC, .,
n WIM4-WINZKSYR, 5-1-5-21-3519560533-3140459606-3065745, .. LDAP: //CN=YM4-WINZKSYR, OU=Domain Ca...

4. Click OK. The users and groups display in the Users box. If there is more than one,
the users and groups are separated by commas.

UPDATED 27 JANUARY 2011
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Setting the Events Filter

By default, all events captured by File System Auditor are included in the report. You can

filter the results by including or excluding specific events.

1. Click | next to the Events filter setting in the Selected Report Filter area.
The Events Filter box displays the events that can be reported upon. By default, all

events are included.

Edit Audit Reporting Filter

—Events Filter

' Include Al Events Include Selected Events & Exclude Selected Events

Event Name |

[ Folder - Created

[ Folder - Deleted

O Folder - Moved

O Folder - Renamed

[ Folder - Modified Security

[ Folder - Modified Security (Owner changed)

[ Folder - Modified Security (Protected permissions)
[ Folder - Modified Security {Unprotected permissions)
[ Folder - Modified Security (Explicit permission change)
[ Folder - Modified Security {Inhetited permission change)
[ Folder - Access Denied (Creating)

[ Folder - Access Denied {(Opening)

OFie - created

[File - Deleted

OFile - Moved

[Fie - Renamed

OFile - Modified Security

[File - Modified Security (Owner changed)

OFile - Modified Security (Protected permissions)

[ File - Modified Security {Unprotecked permissions)
OFile - Modified Security (Explicit permission change)
[OFile - Modified Security {Inherited permission change)
OFile - Read

OFile - Modified

[OFile - Access Denied (Creating)

[File - Access Denied (CpeningModifying)

-

oK I Cancel

* Include All Events

Select to include all events. By default, all events are included in the report.

" Include Selected Events
Select to specify specific events to include in the report.

" Exclude Selected Events
Select to specify specific events to exclude from the report.

Important: If an event was filtered out from being captured in the auditing database,

you will not see a result even if you select the filter from this list.
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Note: Some applications generate a File Read event only when a file is opened for the
first time. If the file is opened again, the application may pull from a memory cache
and not from the disk. Since File System Auditor watches events going to NTFS, if an
application pulls a file from a memory cache and never calls NTFS, a File Read event
is not logged. If another user opens that same file for the first time, that File Read
event is logged.

2. Click OK. The events displays in the Events box. If there is more than one, the events
are separated by commas.

Setting the Paths Filter
By default, all paths are included in the report. You can filter the results by including or
excluding specific paths.

1. Click - next to the Paths filter setting in the Selected Report Filter area. The Paths
Filter box opens. Initially, the list is empty.

Edit Audit Reporting Filter E

—Paths Filtar
& Include Al Paths € Include Selected Paths ¢ Exclude Selected Paths
Full Path |
AddPath; .. Edit: Fath.. Remove Paths

oK I Zancel |

' Include All Paths
Select to include all folders and files. By default, all paths are included in the report.

" Include Selected Paths
Select to specify specific paths to include in the report.

Note: It is not advisable to select a root drive due to the amount of data that would
be collected.

" Exclude Selected Paths
Select to specify specific paths to exclude from the report.

Button Description

Add a path. See Adding Paths.

Modify a selected path. See Adding Paths.

Delete selected path(s).

2. Click OK. The path displays in the Paths box. If there is more than one, the paths are
separated by commas.
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Adding Paths

1. Select Include Selected Paths or Exclude Selected Paths to activate the lower portion
of the Paths Filter box.

2. Click . The Add New Path box appears.

3. In the Path box, type the path to which to apply the filter, or click _I to locate a
folder. You can use the * wildcard when typing the path.

Add New Path

Path: IC:'l,F‘rogram Files D

o4 | Zancel |

If you click _|, the Select Remote Path box appears. Double-click a selection to build
the path in the Folder path box.

Select Remote Path E
Look in: I\EM4 WINZESYR

DDDDDD

Documents  Program Files  RECYCLER Swstem W IMMT WlTemp
and Settings Volume I...
Double Click

Folder path: IC: Select

Zancel

:

When the path is complete, click Select.

Select Remote Path E3
Lookin; [VM4-WINZKSHR =& E -
Accessories Adobe Common Files ComPlus Inkernet microsoft
Applications Explorer frontpage
Microsoft  Microsoft SOL M3xML 4.0 MetiMesting ook Personal
Scripk L Server Express fFolders
=
d . — -
Folder path: IC:'l,Prc-gram Files Select
Cancel
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4. Click OK. The path displays in the Full Path column. Repeat adding paths, if

necessary.
Edit Audit Reporting Filter E3
— Paths Filker

" Incude &l Paths ¢ Include Selected Paths Exclude Selected Paths

Full Path |
-l \Program Files

Add Path... I Edit Path... | Remove Paths |

oK Cancel

To edit a selected path, click .

To remove selected path(s), click | Remove Paths |

2. Click OK. The path displays in the Paths box. If there is more than one, the paths are
separated by commas.

Setting the Processes Filter

By default, all processes captured in the database are included in the report. You can
filter the results by including or excluding specific processes.

1. Click | next to the Processes filter setting in the Selected Report Filter area. The
Processes Filter box displays the processes included in the database. By default, all
processes are included in the report.

Edit Audit Reporting Filter E3

—Processes Filker

' Include &l Processes Include Selected Processes Exclude Selected Processes

Ewent Narne

O & Explorer ExE

O& vrwarelser.exe

oK I Zancel |

' Include All Processes
By default, all configured processes are included in the report.

" Include Selected Processes
Select to specify specific processes to include in the report.

" Exclude Selected Processes
Select to specify specific processes to exclude from the report.
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Note: Only local processes display in the list. Any file activity performed by a remote
user displays under the System process. You can configure the service to ignore local
virus scanning and backup software using the process filters in the File System
Auditor Configuration Console. See the Getting Started Guide.

2. Click OK. If you chose a specific process, the process displays in the Processes box.
If there is more than one, the processes are separated by commas.
Setting the Servers Filter

1. Click - next to the Servers filter setting in the Selected Report Filter area.
The Servers Filter box lists the servers currently active in the system.

Edit Audit Reporting Filter E3

—Servers Filker

& Incude &l Servers Incude Seleched Servers  © Exclude Seleched Servers

Server Mare | Server Domain |
O a VM4-WINZKSVR  ACME

ok I Zancel

' Include All Servers
Select to include all servers. By default, all servers in the list are included in the
report.

" Include Selected Servers
Select to specify specific servers to include in the report.

" Exclude Selected Servers
Select to specify specific servers to exclude from the report.

2. Click OK. If you chose a specific server, the server displays in the Servers box.
If there is more than one, the servers are separated by commas.
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Setting the Workstations Filter

1. Click .| next to the Workstations filter setting in the Selected Report Filter area.
The Workstations Filter box lists the workstations currently active in the system.

Edit Audit Reporting Filter E

—"Workstations Filker

& fnclude Al wiorkstations 1 Include Selected Workstations ¢ Exclude Selected Workstations

Work station Name | Wwhork station IP |
O < gatest2k-2k 32 ACME . com 197.168.01

Ok, I Cancel |

' Include All Workstations
Select to include all workstations. By default, all workstations in the list are included
in the report.

" Include Selected Workstations
Select to specify specific workstations to include in the report.

" Exclude Selected Workstations
Select to specify specific servers to exclude from the report.

2. Click OK. If you chose a specific workstation, the workstation displays in the
Workstations box. If there is more than one, the workstations are separated by
commas.

VIEWING AND SORTING RESULTS

Only the first 1,000 results in the database display in the Report Preview area in
ascending order by time of generation. You can use the navigation buttons to scroll
through the database or go to a specific record in the database. You also can sort the
results by column heading or group them by a column heading.

Navigating Through the Database

To Go To: Click:
The last record in the database
The first record in the database
A specific record in the database, type the number in the box

efresh

The next record in the database from the selected record

~l¥ @ = =

The previous record in the database from the selected record
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Viewing Results

To view truncated results, size the columns, or point to a value to view the entire
value.
Report Preview (Maximum of 1000 Events)

1 aof & } }! Retriewved by Time Generated Desc - [_’_: 'gRefresh :1 ] %Create Schedule =
Path

Server Mame Time Generated Account

QATEST2K-2K3R2 (ACME] 971572009 227.39 Pk SYSTEM [NT AUTHORITYY  Folder - Renamed  C:\WINDOWShspstem32hdhepibacku
QATEST2K-2K3R2 [ACME]  9/15/2009 2:27.06 PM | SYSTEM [NT JquT|-|D|:g|TY~.\'\s\(sTEM] Peleted CAwWINDOWShaypstern32hdhophbacku
GATEST2K-2K3RA2 (ACME] 941572009 227.06 PM  SYSTEM [NT AUTHDHITY% Folder - Renamed | C:Ww/INDOWS spstem32hdhephibacku
GATEST2K-2K3RA2 (ACME] 91572009 226:89 PM  SYSTEM [NT AUTHORITYY ' Folder - Created C:WwWINDOWShapste32hdheopibacku
GATEST2K-2K3A2 (ACME] 9415742009 226:59 PM SYSTEM [NT AUTHORITYY  Folder - Renamed  C:\wINDOWShspstem32hdhopibacku

[4] | ol

Sorting Results

To sort the results, click a column header, or choose a sort type from the Retrieve by

list, and then click [ Refresh |

Report Preview (Maximum of 1000 Events)

1 aof & } }! Retrievved by | Time Generated Desc |v [_’_: 'gRefresh :1 ] %Create Schedule =

Server Mame Time Generated |Account Asc T
Account Desc

LATES 4E] | 3415/200 PtTime Gererated dac “ | Folder - Delete

DATESTZK-2K3RZ (ACME]  9/15/2009 2:27:39 P N | Folder-Renamed | C:\wINDOWShspstem3Zidhcpibacku
RATESTZK-2K3R2 (ACME) | 9/15/2009 227.06 PM  SYSTEM (NT AUTHORITYS  Folder- Deleted  C:uwiNDOWShsysteni32vdhcpibacku
QATESTZK-2K3A2 (ACME)  9/15/2009 227.06 PM  SYSTEM (NT AUTHORITYS  Folder- Renamed  C:¥wiNDOWShsysteni32vdhephbacku
QATESTZK-2KIA2 (ACME) | 9A5/2009 22659 P SYSTEM (NT AUTHORITYS  Folder- Created  C:¥wINDOWShsysteni32vdhcphbacku
QATESTZK-2K3R2 (ACME)  9/5/2009 22653 P SYSTEM (NT AUTHORITYS  Folder- Renamed  C:5wINDOWS\systeni32vdhophbacku

[4] | ol

-phbackul

EXPORTING REPORT DATA

You can export the list of results to a .csv file. If you prefer to generate a report, you can
export the report to other types of files. See Exporting a Report.

When you have the list of results that you want, click IEI
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You can prepare a report of the results that appear in the Report Filter Results area. The
results print in the order in which they display. Filter and sort the results to obtain the
report you want. See Setting Filters and Viewing and Sorting Results.

P> When you have the list of results that you want, click IEI The Report Preview window
displays the Audit Report, which you can view, print, or export.

[Ei File System Auditor Report Yiewer
,:'&ExportReport | =] | L2 Print... | g | % | O[E A | Q @ | j| " fi1z | P Backward

Q Forward

| Tola

oo g

E] LI | | -3 3

File System Auditor - Audit Report

- STty 11 Events

- Date Range:  The past 1 hour from Tuesday, September 15, 2002 4:09 PM

: Events: [all Events]

1 Paths: [all Paths]

: Users: [All Users]

- Processes: [all Processes]

N SEervers: [all Servers]

- Workstations: [All Workstations]

2 ScriptLogic Corporation - File System Auditor

- Tuesday, September 15, 2009

- Date: Time:

n 9/15/2009 3:12:13PM Administrator {ACME"Administr abor) Folder - Created

- Server: QATESTZK-2K3RZ (ACME)

; Process: FSaReportingConsole. exe

- Workstation: qatestzk-2k3r2 ACME, com {197, 168.0.1)

- Path: C:\Documents and SetkingshAdministrator QATEST2K-2K3R2,0004Local SettingsiApplication DatalScriptLogic_Carporation
- 9/15/2009 3:112:13 PM Administrator {ACME"Administr abor) Folder - Created

- Server: QATESTZK-2K3RZ (ACME)

- Process: FSaReportingConsole. exe

; Workstation qatestzk-2k3r2  ACME. com {197, 1658.0.1)

- Path: C:iDocuments and SetkingshAdministrakar QATESTZ2K-2K3R2. 000 Local Settings\Application

- DatalScriptLogic_CorporationtFSAReportingConsole, exe_Url_jresdiZlpgwwwaatyky2 1ybmiShawtdo

- 9,/15/2009 3:12:13PM Administrator {ACME" Administr abor) Folder - Created =

Crnmssrmn SATEST 2200 L8 S RACY
4 | of
Export Report Export the report in HTML, PDF, RTF, TXT, TIFF, or XLS format.

See Exporting a Report.

Open a Contents pane to the left of the report. If the report groups data,
such as by computer or account, you can quickly jump to a particular item
by clicking the name in the Contents pane.

Open the Print box. You can change printer properties and output settings
before printing the report.

Open the Find box. In the Find What box, type the text to find, and then
click Find Next.

Display one page at a time.

Display multiple pages at a time.

m@@@ﬁ @il

Display continuous pages.
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Toolbar Description

e @ |1 S vl Zoom in or out. You also can select a zoom percentage from the list.

[ |2;3 Switch pages in the report. You also can type a page number in the box,
and then press Enter.

EXPORTING A REPORT

You can export a report to another format, such as a PDF file for attaching to an email or
a TIF file for including in a slide presentation.

Note: You also can just export the results without generating a report. See Exporting
Report Data.

1. From the Report Preview window, click . The Export Wizard opens to
the Report Export Format box.

2. From the Export Format list, select a format. The available options are HTML, PDF,
RTF, Delimited Text, TIFF, and Microsoft Excel.

& Export Wizard [_ |O)

Report Export Format
Select the desired export format and provide a destination file path

Export Format: |HTHL j

S 1= Portable Document Format [POF) _|
Rich Texst Farmat [RTF]
Delimited Text

Tagged Imaage File Farmat [TIFF]
Microzoft Excel

Cancel | < Back | I [ | Fitirzhy |

3. In the Export File box, type a path and name for the exported file, or click wlto
locate a path for the file.

4. Click Next. Depending on the format you chose, the next box displays the default
settings for that format.
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HTML (*.htm, *.html)
% Export Wizard M 3

HTML Export Options
Specify the details of the document to be exported a2 HTML

Title: IAcliveHeporls Document [~ Cieate Frameset
Character Set: IUnicndeUth ¥ Include HTML Header
" Include Page Margins
™ Multiple Pages

" Remove Vertical Space

Bookmark Style: IHtmI

Lef Le] Le

Output Type: I DynamicHtml

Cahicel | < Back | HiEst > | Firizh I

Portable Document Format (*.pdf)
% Export Wizard M 3

PDF Export Options
Specify the details of the document to be exported a2 a POF

General Options |Dcn::ument Securityl Document Prnpertiesl Embedded Fonts

FOF Yersion: IPDF1.3[Acrobat 4 or newer]j ¥ Export Bookmarks

Metafile Images:

™ Convert Windows Metafiles to PNG
Image Cuality: IMedium "I
Image Resalution: I "I

Cancel < Back et > | Finigh I

Rich Text Format (*.rtf)
No options.

Delimited Text (*.txt, *.cvs)

& Export Wizard [_ |O)

Text Export Options
Specify the details of the document to be exported az Plain Text

Page Dielimiter; I j
Text Delimiter: I j
Encoding:  [ASCI =l

¥ Suppress Empty Lines

Cancel < Back fdewt > Finigh
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Tagged Image File Format (*.tif)
% Export Wizard M 3

TIFF Export Dptions
Specify the detailz of the document to be exported as a TIFF

Compression Scheme: IECitlS ﬂ
[ Dither

Cahicel | < Back | HiEst > | Firizh I

Microsoft Excel (*.xIs)
& Export Wizard [_ |O)

Excel Export Options
Specify the details of the document to be exported az an Excel Spreadshest

File Format: IMicrnsoft Excel 57 or newer j

r— Columns & Fows:

Fir Column width; I nio 3: [inches)
tin Row Height: I nio 3: [inches)

r— Cell Formatting
™ #uto Row Heiaht

W' Display GridLines

™ Multishest

" Remove Yertical Space
™ Use Cell Mering

Cancel | < Back | I [ | Firizh I

5. After selecting options for the export file, click Finish.
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SCHEDULING A REPORT

You can schedule a report that is sent to either an email address or to a file share.

1.

Select a report and then click . The Create Report Schedule box opens.

~Frequency — . ~Schedule

™ Frequently
™ Hourly
" Daily

0+ Weekly

" Manthly

Start Time: [ 04:12 P = _

EEry IFriday j -
—

~Task User Account (Run as...)

Bccount: I Choose user account

Password: I

~Report Delivery Cptions

¥ Don't send repart if there are no results,
E-Mail | File Share

~E-Mail Addresses
Address | | Add |

Remowve |

E-Mail Subject | E-Mailing Modified Files and Folders Report

~Report Format
{* FDF " HTML " RTF WS sy

Cancel |

Frequency
Select a time frame for the report.

Schedule
Set the time frame for the report.

Task User Account (Run As)

Type an account name that has the appropriate permissions to run the report, or click
Choose user account to choose an account. In the Password box, type the account’s
password.

Report Delivery Options

¥ Do not send report if there are no results
By default, a report is not sent to the addresses specified on the E-Mail tab or the file
shares specified on the File Share tab if there are no results in the report.
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E-Mail
To add email addresses, click Add. The Enter email address box opens. Type an
email address, and then click OK.

In the Subject Line box, type a subject line for the email that is sent. By default,
the name of the report displays.

To delete selected email addresses from the list, click Remove.

File Share
To add a file share, click Add. The Add File Share Path box opens. Type a path
to the location where you want to store the report, or click Browse to find a
location, and then click OK.

To delete selected paths from the list, click Remove.

Report Format
Select a format for the report.

2. Click OK. The report header displays the schedule.

[ Report scheduled to run each week on Friday at 4:12 P
Report Preview (Maximum of 1000 Events)
1 of 11 > }! G Tirne Generated Asc - [/; 'S Refresh :\' U \:.%5 Edit Schedule \;'g

» Rl

Server Name | Time Generated | Account F| Ewent |
QATEST2K-2K3R2 [ACME] 941542009 3:27:07 PR SYSTEM [MT AUTHORITYWSYSTEM) | Folder - Renamed  C:NWINDO'WShaystemn32h
OATESTZK-2K3R2 [ACME] 941542003 3:27:07 P SYSTEM (MT AUTHORITYASYSTERM)  Folder - Created C:awIND DWShaystem32y
QATEST2K-2K3IR2 [ACME] 941542009 32714 PM SYSTEM [MT AUTHORITYYSYSTEM) | Folder - Renamed  CAWIND DWW Shaystem32™
OATEST2K-2K3R2 [ACME]  9415/2009 3:27:14 P SYSTEM (NT AUTHORITYASYSTERM)  Folder - Deleted C:HwIND DS aystem32h
( )
( )
( 1

OATEST2K-2K3IR2 [ACME] 941542009 3:27:40 P SYSTEM [MT AUTHORITYWSYSTEM) | Folder - Renamed  CwIND O Shaysternd2h

UATESTZK-2K3R2 [ACME]  9/15/2003 2:27:40 P SYSTEM [NT AUTHORITYSYSTEM])  Folder - Created C:8wdIND DS hapstem32h

QATESTZE-2K3R2 [ACME] 911542003 3:27:47 PM SYSTEM [NT AUTHORITYASYSTEM)  Folder - Renamed E:\WINDDWS\systemf\lj
»

I« I

To change the schedule, click 7 Edit Schedule |

To delete the schedule, click .
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SETTING TIME ZONES AND REGIONAL SETTINGS

Choose Preferences from the Tools menu. The Auditing Preferences box opens to the
Time Zones & Regional Settings tab.

Auditing Preferences

'* Time 2 5 Time Zones Regional Settings

E-Mail

—Events Time Zone Display
o Display report events in server time zone

¥ Display report events in local time zone

[ override Local Time Zone

Show events in: I(GMT-DS:DD) Easkern Time (U5 & Canada) j

—Regional and Language Options

Regional settings are determined by the Regional and Language Cptions
in Conkral Panel,

Display Regional and Language Options Control Panel Applet

QK I Cancel Apply

Events Time Zone Display

. Display report events in server time zone
Choose to display events in the time zone set on the file server.

= Display report events in local time zone
By default, events are listed with the time zone displayed in the Show events in box.

I Override Local Time Zone
Select to choose the time zone where the computer on which you are installing File

System Auditor resides.

Regional and Language Options

Display Regional and Language Options Control Panel Applet
Regional settings are determined by the Regional and Language Options in the Control

Panel.
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1. Choose Preferences from the Tools menu, and then click E-Mail.

2. In the SMTP Server Host Name box, type the name of the SMTP server that sends
the scheduled report emails.

3. In the SMTP Port box, type the number of the TCP/IP port on which the SMTP server
is listening. The default is 25.

4. 1If your SMTP server requires authentication, type the username and password in the
SMTP User Name and SMTP Password boxes.

5. In the From E-Mail box, type the email address that to appear in the From box of the
email.

Auditing Preferences Eq

Time Zones & Regional Settings E-Mail
= E-Mail .
SMTR Server
- Hiost Mame: |Mai| Server 1

SMTP Part: |25

—Authentication (IF Reguired)

SMTF Lser Mame: I-c"dmil‘listrator

SMTF Passward: I""""""

— From E-Mail (Should be 5 valid e-mail address)

Ijsmith@acme.com

Send Test E-Mail |

o] I Cancel Apply

6. Click Send Test E-Mail to check the entries.
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Troubleshooting

In its Knowledge Base, ScriptLogic Corporation has a library of articles that may provide
an answer to a problem you are experiencing. Before calling technical support, check to
see if your problem is documented here. You might also browse the Discussion Forums
to see if anyone else is experiencing the same issue.

http://www.scriptlogic.com/support

Not seeing events in the database

Check that (a) you have set up the service configuration utility correctly to capture the
events, and (b) you have not excluded the files and folders you are auditing.

Some applications generate a File Read event only when a file is opened for the first time.
If the file is opened again, the application may pull from a memory cache and not from
the disk. Since File System Auditor watches events going to NTFS, if an application pulls
a file from a memory cache and never calls NTFES, a File Read event is not logged. If
another user opens that same file for the first time, that File Read event is logged.

Auditing database fills up fast

Use caution if including File-Read or File-Access Denied (Opening/ Modifying) events
as the number of events recorded by File System Auditor may overwhelm the auditing
database. Any focus on a file in Windows Explorer, such as a mouse-over or using the
arrow keys to scroll through the directory, causes a File-Read event in File System
Auditor if the user has access to the file(s). If the user does not have access to the file(s),
File System Auditor records a File-Access Denied (Opening/Modifying) event.

If you need to include the File-Read or File-Access Denied (Opening/ Modifying)
events, restrict the path to a minimum number of files/folders, and to eliminate false
positives, make sure you have Windows Access-Based Enumeration (available with
Windows Server 2003 Service Pack 1) enabled and operational.

UPDATED 27 JANUARY 2011


http://www.scriptlogic.com/support

FILE SYSTEM AUDITOR 28

1. From the Windows Control Panel, double-click Add/Remove Programs.

2. Select File System Auditor 2, and then click Remove. A message box prompts you
for confirmation.

3. To remove the application, click Yes.
Note: The installation directory that contained File System Auditor remains after the
process is complete. This directory contains the license file for the product and any

files created after the product was installed. These may be deleted manually if you
wish to completely remove File System Auditor.
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Audit Database Schema

thlPerms
% | PermissionID
i:‘ CaclshhL
thlProcess
tbIPath
2 | Pathio
ParentPathID
Path
tblAuditLo
Cl:umputerIDg 21l |tblEventCodes
| TimeGenerated j i LocalsID
o IsDirectary i ActionCode
~ |pathn | EventText
"~ |RenamePathID | DisplayOrder
: ActionCode
| AccountID tbIEventsMissed
TermSessionID TimeGenerated
" |ProcessID " |EventsMissed
" |CwnerBefarelD —
CwnerafterID
 |PermissionsaddedID ﬂ

tblComputer
% | ComputerID

g

tblAccount CompukerMame
% | AccounkID Domainianme
AccounksID FODN
AccounkMarne
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.cvs, 21
.htm, 21
.html, 21
.pdf, 21
rtf, 21
tiff, 22
Axt, 21
xls, 22

A

adding

groups to a filter, 10
audit report, 19
auditing database, 29

C

changing

database authentication mode, 7

closing

Reporting Console, 3
creating

reports, 5

D

database

changing authentication mode, 7

database schema, 29
date format

setting, 25
date/time

filter, 8
deleting

email addresses, 24

reports, 3
Delimited Text, 21

E
editing
paths filter, 15
email accounts
setting, 26
EULA, 4
events
filter, 12
exiting
Reporting Console, 3
exporting
reports, 20

F

File menu, 3
File System Auditor
removing, 28

Index

starting Report Configuration Console, 2

filters, 8
date/time, 8
events, 12
groups, 10
paths, 13
processes, 15
servers, 16, 17
users, 9

G

general options, 25
groups

adding to a filter, 10
removing from a filter, 11
viewing members, 11

H
help

displaying online, 3

Help menu, 4
HTML, 21

L

language
setting, 25
license agreement, 4

M

menus
File, 3
Help, 4
Tools, 3
View, 3

Microsoft Excel Worksheet (XLS), 22

N

new report
creating, 5

O

opening

Report Configuration Console, 2
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P

paths
filter, 13

Portable Document Format (PDF), 21

printing
reports, 19

processes
filter, 15

R

removing
groups from a filter, 11
paths from a filter, 15
renaming
reports, 3
report
exporting, 20
printing, 19
Reporting Console
exiting, 3
reports
creating, 5
deleting, 3
renaming, 3
results
sorting, 17
viewing, 17
Rich Text Format (RTF), 21

S

Servers
filter, 16, 17

setting
date/time filter, 8
email account, 26
events filters, 12
filters, 8
general options, 25
group filters, 10
path filters, 13
process filters, 15
server filters, 16, 17
user filters, 9
SLFileAuditor, 29
Start Page, 2
displaying, 3
starting
Report Configuration Console, 2

T

Tagged Image Format (TIF), 22
time zones

setting, 25
Tools menu, 3

U

users
filter, 9

Vv

View menu, 3
viewing
group members, 11
report results, 17
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