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Typeface Conventions

Bold Indicates a button, menu selection, tab, dialog box title, text to type,
selections from drop-down lists, or prompts on a dialog box.

ScriptLogic may be contacted about any questions, problems or concerns you might have
at:

ScriptLogic Corporation
6000 Broken Sound Parkway NW
Boca Raton, Florida 33487-2742

561.886.2400 Sales and General Inquiries
561.886.2450 Technical Support

561.886.2499 Fax

www.scriptlogic.com

ScriptLogic can be found on the web at www.scriptlogic.com. Our web site offers

customers a variety of information:

m  Download product updates, patches and/or evaluation products.
B Locate product information and technical details.

= Find out about Product Pricing.

m  Search the Knowledge Base for Technical Notes containing an extensive collection of
technical articles, troubleshooting tips and white papers.

m  Search Frequently Asked Questions, for the answers to the most common non-
technical issues.

m  Participate in Discussion Forums to discuss problems or ideas with other users and
ScriptLogic representatives.
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Introduction

Enterprise Security Reporter™ is an agent-less, fast, comprehensive discovery and
reporting solution for analyzing file security, group memberships and other security
settings on Windows file servers, Active Directory servers, SharePoint servers, and SQL

Servers.

Enterprise Security Reporter retrieves and stores data on NTFS permissions, security
policies, user accounts, group memberships, Active Directory, SharePoint and SQL

Server security.
A=
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Enterprise Security Reporter also provides the administrator with tools to compare,
analyze, query and report on the security and configuration of the network. Enterprise

Security Reporter includes numerous ready-made and customizable reports, with output
in eight popular file formats.

eparting Console

[_ o[ ]
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Installing Enterprise Security

Reporter

Enterprise Security Explorer is flexible in that you can create a simple system by
installing the entire package on one server to discover and report on the servers on your
network, or you can create a more complex system to manage the discovery process.
Take some time to map out how you want your system to operate to maximize efficiency.

In this example, Discovery Server 1 can discover Server 1, Server 2, Server 3, and itself.
Discovery Server 2 can discover Server 4, Server 5, and itself. The Discovery Console
controls the discovery of Discovery Servers 1 and 2. The Database Server contains the
discovery and reporting databases. The Reporting Consoles connect to the Database

Server to run reports.

Reporting Consoles

Database
Server

Discovery
Server 2

Discovery
Server 1

Server 1 Server 4

Server 5

Server 3
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MINIMUM REQUIREMENTS

Discovery Console

Enterprise Security Reporter’s Discovery Console can be installed on Windows
XP/2003/2008/2008 R2/Vista/7 and requires SQL Express 2005/2008 or SQL Server
2000/2005/2008/2008 R2.

Discovery Engines
Discovery Engines can be installed on Windows XP/2003/2008/2008 R2/Vista/7.

Reporting
Enterprise Security Reporter’s Reporting Console can be installed on Windows
XP/2003/2008/2008 R2/Vista/7.

Client Support
Enterprise Security Reporter can discover information on Windows NT/XP/2000/2003/
2008/2008 R2/Vista/7 operating systems, NT domains, and Windows 2000/2003/2008

Active Directory.

Important: While the Discovery Console does not support Windows NT® 4.0 or
Windows 2000, you can still discover computers on those operating systems. There are
no hardware limitations on the computers you can discover. MSDE can handle the
discovery of 1 domain, up to 20 computers, and up to 2 million files.

Supported Versions of SharePoint for Enterprise Security Reporter
Microsoft Office SharePoint Server 2007

Windows SharePoint Services 3.0
Microsoft SharePoint Server 2010

SharePoint Foundation 2010

Hardware
The computers on which you install the Discovery Console and Discovery Engine, must
meet the following minimum criteria.

Intel®Pentium® 4 or higher processor

1.5 GHz or higher

512 MB RAM

50 MB free hard disk space for installation

2 GB free hard disk space for the discovery and reporting databases

The computers on which you install the Reporting Console, must meet the following
minimum criteria.

Intel®Pentium® 4 or higher processor

1.5 GHz or higher

512 MB RAM

50 MB free hard disk space for installation

UPDATED 2 MAY 2011
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UPGRADING ENTERPRISE SECURITY REPORTER

What's New?

To see what is new in Enterprise Security Reporter 3, please see article Q13442: Enterprise
Security Reporter 3.x Version History, which you can access at:
http://www.scriptlogic.com/support/Products/ESR/

Back Up Your Files

As with all software installations, it is recommended that you back up your files before
installing the new software. The simplest way to back up your files is to navigate to the
directory on the server where Enterprise Security Reporter is installed. Press CTRL-A to
select all files in this folder. Press CTRL-C to copy the files to the clipboard. Create a new
folder and press CTRL-V to paste these files into this new backup folder.

Database Upgrade

Enterprise Security Reporter 3 checks the version of your databases against the version of
the software installed and automatically upgrades the databases if necessary.

INSTALLING THE DISCOVERY CONSOLE

If you have not yet done so, please download the latest version of Enterprise Security
Reporter at the following link: http://www.scriptlogic.com/support

Note: You may be prompted to restart the computer following installation of Enterprise
Security Reporter. If you are running Microsoft SQL Server 2000, exit the application now
or when prompted during the installation process.

1. Double-click the ESR3Setup_DiscoveryConsole.msi file. If you are upgrading,
double-click the ESR3Setup_DiscoveryConsoleUpgrade.msi file.

Note: If you do not have Microsoft .NET Framework 3.5 installed, a message box
appears. To install Microsoft .NET Framework 3.5, make sure you are connected to
the Internet, and then click Yes. When the install completes, you are prompted to
reboot. Restart the install process for the Discovery Console.

UPDATED 2 MAY 2011 5
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The Welcome box appears.

i"w!,'u Enterprise Security Reporter - Discovery Console - InstallShield Wizard

Welcome to the InstallShield Wizard for
Enterprise Security Reporter - Discovery
Console

The InstalShield(r) Wizard will install Enterprise Security
Reporter - Discovery Console on your computer, To continue,
click. Mext,

WARMING: This program is protected by copyright law and
inkernational kreaties,

< Back Cancel

2. Click Next. The License Agreement dialog box appears.

i'é" Enterprise Security Reporter - Discovery Console - InstallShield Wizard

License Agreement 1 b |
Please read the Following license agreement carefully, I |

END USER LICENSE AGREEMENT i’

READ THE TERMS OF THIS LICENSE AGREEMENT (THE
"AGREEMENT") CAREFULLY BEFORE DOWNLOADING
OR INSTALLING THE SOFTWARE (TOGETHER WITH,
WHERE AFPFLICABLE, ASSOCIATED DATABASES, DATA
SERVICES AND CERTAIM ADDITIONAL SOFTWARE
FUNCTIOMNALITY, COLLECTIVELY THE "SOFTWARE").

|
™ T accept the terms in the license agreement Prink |

' T do not accept the terms in the license agreement:

Inistallshield

< Back I Next = I Cancel |

Note: You must accept the terms of the license agreement in order to continue with
the installation. The software may also be governed by other applicable laws and
copyrights not specifically enumerated in the license agreement, or as dictated by
supplemental documentation included with the product or at the time of purchase or
evaluation.
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Note: If SQL Server is not detected, a message box displays prompting you to
download and install Microsoft SQL Server 2005 Express Edition or Microsoft SQL
Server 2008 Express Edition. When the install is complete, restart the Enterprise
Security Reporter Server install process.

{iF Enterprise Security Reporter - Discovery Console - InstallShield Wizard

SOL Server ‘. a

S0L Server is not installed,

Installshield has detected that vou do not have any inskances of SOL Server
installed on wour system. Befare continuing with this setup, please
download and install the Microsoft SQL Server Express Edition by clicking on
one of the buttons belaw. This will open your browser to ScriptLogic's
website where you can select the recommended edition of Microsoft SCL
Server Express to downlaad.

Once this step has been completed, please restart the setup,
If wou plan to use an existing instance of SCL Server on a remote maching,

press the Mext’ button ta continue the installtion,

Downlaad the Micrasoft SQL Server 2005 Express Edition |

Download the Microsoft SQL Server 2008 Express Edition |

Inistallshield

< Back Cancel |

3. Select I accept the terms in the license agreement, and then click Next.
The Customer Information page appears.

Customer Information ‘. &

Please enter your information,

User Mame:

n Administrakor]

Organization:

Install this application For:
% anvone who uses this computer (all users)

" only For me (System Administratar)

InistallShield

< Back I Mext = I Cancel
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4. Select who can use the application, and then click Next. The Destination Folder
dialog box appears.

{i§ Enterprise Security Reporter - Discovery Console - InstallShield Wizard

Destination Folder

Click Mext ta install to this Folder, or click Change toinstall to a different Folder, o

T
G Install Enterprise Security Reporter - Discovery Console to;
C:\Program Files!ScriptLogic Corporation\ESR 3 Discovery Console), Change... |

Inistallshield

< Back Cancel |

If you want to change the installation destination, click Change, and then select a
new location.

5. Click Next. The Ready to Install the Program box appears.

i"w!,'u Enterprise Security Reporter - Discovery Console - InstallShield Wizard

Ready to Install the Program ‘

The wizatd is ready to begin installation. =

Click Install ko begin the installation.

If wou want ko review ot change any of wour installation settings, click Back. Click Cancel ko
exit the wizard,

Inistallshield

< Back Cancel

UPDATED 2 MAY 2011 8
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6. Click Install. As the install progresses, a message box displays.

When the installation is complete, the InstallShield Wizard Completed box appears.

i'._% Enterprise Security Reporter - Discovery Console - InstallShield Wizard E

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed Enterprise
Security Reporter - Discovery Console, Click Finish o exit the
wizard,

= Back Zancel

7. Click Finish.

You can install the Reporting Console on any computer in your network.

1. Double-click the ESR3Setup_ReportingConsole.msi file. The Welcome box appears.

Enterprise Security Reporter - Reporting Console - InstallShield Wizard [ |

Welcome to the InstallShield Wizard for
Enterprise Security Reporter - Reporting
Console

The InstallShield(R) Wizard will install Enterprise Security
Reporter - Reporting Console on vour computer, To conkinue,
click Mext,

WARMING: This pragram is protected by copyright law and
inkernational treaties,

= Back Cancel
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2. Click Next. The License Agreement box appears.

i'é" Enterprise Security Reporter - Reporting Console - InstallShield Wizard

License Agreement !. &

Please read the Following license agreement carefully,

END USER LICENSE AGREEMENT i’

READ THE TERMS OF THIS LICENSE AGREEMENT (THE
"AGREEMENT") CAREFULLY BEFORE DOWNLOADING
OR INSTALLING THE SOFTWARE (TOGETHER ¥WITH,
WWHERE APPLICABLE, ASSOCIATED DATABASES, DATA
SERVICES AND CERTAIM ADDITIONAL SOFTWARE
FUNCTIOMNALITY, COLLECTIVELY THE "SOFTYWARE").

[~
" I accept the terms in the license agreement Print |

' T do nat accept the terms in the license agreement:

Inistallshield

< Back I Nlext = I Cancel |

Note: You must accept the terms of the license agreement in order to continue with
the installation. The software may also be governed by other applicable laws and
copyrights not specifically enumerated in the license agreement, or as dictated by
supplemental documentation included with the product or at the time of purchase or
evaluation.

3. Select I accept the terms in the license agreement, and then click Next.
The Customer Information page appears.

Customer Information ‘. A

Please enter your information.,

User Mame:

Organization:

Install this application For:
* anyone who uses this computer (all users)

" only For me (System Administrator)

Inistallshield

< Back I et = I Cancel
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11

4. Select who can use the application, and then click Next. The Destination Folder

dialog box appears.

i'.g!r" Enterprise Security Reporter - Reporting Console - InstallShield Wizard

Destination Folder

Click Mext ta install to this Folder, or click Change toinstall to a different Folder, o

T
G Install Enterprise Security Reporter - Reporting Consols to;
Z:\Program Files!ScriptLogic CorporationtESR 3R eporting Console), Change... |

Inistallshield

< Back Cancel |

If you want to change the installation destination, click Change, and then select a

new location.

5. Click Next. The Ready to Install the Program box appears.

i"w!,'u Enterprise Security Reporter - Reporting Console - InstallShield Wizard

Ready to Install the Program ‘

The wizatd is ready to begin installation. =

Click Install ko begin the installation.

If wou want ko review ot change any of wour installation settings, click Back. Click Cancel ko
exit the wizard,

Inistallshield

< Back Cancel

UPDATED 2 MAY 2011
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6. Click Install. A bar displays the progress.

When the installation is complete, the InstallShield Wizard Completed box appears.

i'._% Enterprise Security Reporter - Reporting Console - InstallShield Wizard E

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed Enterprise
Security Reporter - Reporting Console, Click Finish o exit the
wizard,

= Back Zancel

7. Click Finish.
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STARTING ENTERPRISE SECURITY REPORTER

Click Start, point to Programs > ScriptLogic Corporation > Enterprise Security
Reporter 3, and then select one of the following options:

Programs Use

Database Utilities > Discovery  Set up and manage the discovery database.
Database Wizard

Database Utilities »Reporting Set up and manage the reporting database.
Database Wizard

Discovery Console Create and run jobs on selected computers to discover
data for use in reports.

Reporting Console Create and run reports using discovered data in the
reporting database.

Discovery Guide Open the user manual for the Discovery Console.

Reporting Guide Open the user manual for the Reporting Console.

Note: You also can access the Database Wizards and Reporting Console from the
Discovery Console.

Applying a License File

The first time you start Enterprise Security Reporter, you see the New Installation dialog
box, which allows you to apply a license file or evaluate the product without a license, as
well as contact ScriptLogic Corporation and visit our website for further information.

Mew Installation: Enterprise Security Reporter{tm})

Enterprise Security Reporter{tm} 3
Copyright {C) 2011, ScriptLogic Corporation
http: f vy scriptlogic. com

THAME ¥OU! for choosing Enterprise Security Reporterdtm), I
you have a license file, enter the path ta the file below and click
‘apply License File'. If vou do not have a license file, click 'Beqin
Evaluation' to start Enterprise Security Repaorter(tm) in
evaluation mode.

License File:
u =

Apply License File |

Beqin Evaluation |

Cancel |

Enterprise Security Reporter requires a valid license file in order to function properly. If
you have a company license file or were provided with an evaluation or temporary
license file, you must enter the location and filename in the License File box.

The license file is approximately 1KB in size and has a .lic file extension. Your sales

account executive or a licensing team specialist should have sent this file to you as an
email attachment.

Click -] to locate the license file, and then click Apply License File.
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Evaluating the Product

» If you are evaluating the software and would like to use the preset values for the
number of licenses, objects, and evaluation days, click Begin Evaluation.

Note: The full and evaluation versions of Enterprise Security Reporter are identical.
The license file is the sole determinant of program functionality. You are limited to 3
servers and 5,000 items for discovery.

Important: For new installations only. If you are upgrading, your databases are upgraded
automatically.

You must create the discovery and reporting databases before you can perform any tasks
using Enterprise Security Reporter 3. Create the discovery database first, and then repeat
the process for the reporting database. The default discovery database is dbESR3.mdf
and the default reporting database is dbESR3Report.mdf.

Important: Databases created with Enterprise Security Reporter 3 are not compatible
with those created with Enterprise Security Reporter 2 or 1.

1. Click Start, point to Programs » ScriptLogic Corporation > Enterprise Security
Reporter 3 > Database Utilities, and then choose Discovery Database Wizard. The
Welcome to the Database Wizard box appears.

Note: After creating the discovery database, repeat this same process only choose the
Reporting Database Wizard.

¥ patabase Wizard M= B3

Welcome to the Database Wizard

This wizard will assist you with various
database maintenance activites relating to your
product installation. Please refer to your user's
guide for a full explanation of usage.

Click Mext to continue or Cancel to
exit this wizard.

< Bach: | Mext » I Cahicel
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2. Click Next to display the main menu. When you choose an operation from the list, a
brief description displays.
"! Database Wizard = B3

Main Menu

Choose a wizard operation and then click "Mest'" to continue

Chooze Operation:

y — Diezcription
I} Thiz will create a new databasze,

Increase Database Size
Shrink. Databaze Size

Fun SOL Script

Yiew D atabaze Statistics
Attach Databaze

Detach Databaze

CheckPaint and Truncate Log
Change Security Mode

Set 54 Pazzword

Save Connection Information
Perfarm D atabaze M aintenance
Reset Databaze Security

< Back | Mext » I Cahicel |

3. Select Create New Database, and then click Next. The Establish Connection box
appears.

4. Inthe SQL Server Instance box, type the name of the SQL Server, or click to
locate the server.

5. In the Database Name box, type the name of the auditing database to create. To view
existing database names, click [Browse_].

Note: The default discovery database is dbESR3.mdf. The default reporting database
is dbESR3Report.mdf.

¥ ¥ Database Wizard M= E3
Establish Connection

Enter zerver parameters and authentication infarmation, then click "Mest" to continue.

SOL Server Instance:
I ES Browse...

Database Name:

|dbESR3 Brawse...

& Use Windows Authentication
 Use SOL Server Authentication

Uzer Mame: I

Password: I

¢ Back | Mext > I Cancel
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6. The default selection for authentication is Use Windows Authentication. If you
select Use SQL Server Authentication, type the name of the SQL Server user account
in the User Name box and the password in the Password box.

Important: If you want to use SQL Authentication, the SQL Server must be
configured to use Mixed Mode authentication method

7. Click Next. The database definition dialog box displays the default sizes for the
database (*.mdf) and transaction log (*.Idf) files.

"! Database Wizard = B3

Enter Database Settings

Choosze create databaze zettings and then click "Mest” to continue

— File Sizes Security Groups

¥ Create default securty groups as...
Initial D atabase Size: |5EI = Local Group [Non DT

Initial Log File Size: |5EI " Global

" Domain Local

— File Paths
™ Owvenide Default File Locations
Data File Path: |
Lag File Path: |
¢ Back | Mext > I Cancel |
File Sizes

By default, the database and log files are created at 50 MB each. If you want to
change the default, type a value in the appropriate box. The data and log files grow
automatically starting from the initial value specified here. You can change the size
of the data file at a later time.

¥ Create default security groups

By default, default security groups are created as local groups on non-domain
controllers only. You can select to create default domain global or local groups. To
bypass the creation of default security groups, clear the check box.

I Override Default File Locations

Select to create the database transaction log files in a location other than the default
location, Type the physical path in the appropriate boxes. Express the path as a
logical path and not as a UNC path.

8. Click Next. The Create New Database box displays the database name.
9. Click Finish.

Note: If you are finished creating the discovery database, repeat the same process for
the reporting database.
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INSTALLING THE DISCOVERY ENGINE

Important: You must install the Discovery Engine before starting a discovery. To check if
the Discovery Engine is installed, open the Manage Discoveries tab, and then open the
Select discovery server drop-down list. If the computer where the Discovery Console is

installed appears, then the Discovery Engine is installed.

Important: Installing the Discovery Engine to a computer that is running other
ScriptLogic products may cause the computer to reboot. To prevent the reboot,
temporarily shut down any ScriptLogic products or services running on the target
computer before installing the Discovery Engine.

1.

Click Start, point to Programs > ScriptLogic Corporation > Enterprise Security
Reporter 3, and then choose Discovery Console. The Discovery Console opens.

Click E The Install Discovery Service box opens.

In the Target machine name box, type the name of the computer where the
Discovery Console is installed, or select the computer from the list.

In the Domain\username box, type the account name that can run the Discovery

Engine, or click to locate an account name.

In the Password box, type the password.

Click OK. The Discovery Engine Setup window shows the progress of the
installation of the discovery engine and service.

Enterprise Security Reporter - Discovery Engine Setup...

Server: I VWM-2E3-DC1 MOSSFARM, LOCAL

Server | Log Text il
@'l,'l,VM—ZKS—DCl MOS55,.. Werifying service installation. ..
@'l,'l,UM—ZKS—DCl M055...  Configuring discovery engine
@'I,'I,VM-ZKS-DCI Configuring service account
@'l,'l,VM—ZKS—DCl MO55,..  Starting the discovery engine
@'l,'l,UM—ZKS—DCl MOS5...  Process complete hd
7. When you see Process complete, click Close.
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PORTS AND PROTOCOLS USED BY ENTERPRISE SECURITY REPORTER

The Discovery Engine, Management Console, and Reporting Console use TCP/IP and
Named Pipes protocols to communicate with the dbESR3 SQL Server database.
By default SQL Server uses port 1433.

During discovery, the Discovery Servers communicate via port 8104 with the computer
where the Discovery Console is installed in order to update the status of the discovery as
far as job progress, completion, and cancellation.

If the Discovery Engine service is not installed on the server(s) to be discovered then the
Discovery Engine uses RPC communication to perform the discovery on remote servers.
RPC ports are well-known, and are usually 135-139 TCP or UDP.

Changing the Default TCP Port

The default TCP port used to communicate between the Discovery Console and the
Discovery Engine is 8104. If you need to change the TCP port, adjust the registry key on
the computer where the Discovery Console is installed and the computer on which the
Discovery Engine is installed.

HKEY_LOCAL_MACHINE\SOFTWARE\ScriptLogic Corporation\ Enterprise Security
Reporter\v3\ Config

Value Name: Port
Value Type: REG_DWORD (decimal)
Value: Enter the port number (8104 is the default)

After you change the registry key, both the Discovery Console and the Discovery Engine
service must be stopped and restarted.
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If you have more than one discovery server and database, you need to connect to the one
that you want to use.

1. From the File menu, choose Connect to database. The Database box displays the
current discovery server and database. The default database created during the
install process is dbESR3.mdf.

batsbaze |

' windows Authentication  Usemame: I
" 50L Authentication Pazzword: I

Server.  |Wh4-WINZKSVR |
Database: |dbESR3 =

] I Cancel |

2. Choose the type of authentication to use. If you choose SQL Authentication, enter the
user name and password.

3. Choose the discovery server and database to use, and then click OK.
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Since the reporting console often is used by people who are not involved in the discovery
process, we have made it very easy to distribute the reporting console to end users and
have it pull the configuration data from a master server. All you need to do is configure
one server with the reporting console, and then configure each user’s reporting console
to pull its configuration data from that master server.

1. Click Start, point to Programs » ScriptLogic Corporation > Enterprise Security
Reporter 3, and then select Reporting Console.

: 2. From the Reporting Console main window, click User Settings. Alternatively, select
Settings from the Options menu. The Report Console Settings box opens to General
Settings.

3. Click Database. The Database Settings box appears.

On each computer where the Reporting Console resides, you must set the discovery
server, and the discovery and reporting database. You also can adjust the amount of
time before the computer times out trying to access the databases.

#k ESR3: Report Console Settings M=l E3
=l Application Settings I — Databaze Settings:

@ Database Discovery D atabaze

& ‘windaows Authentication  Usemame: |
" 50L Authentication Passward: |

Sewver:  [VMAWINZKSVR
Datahaze: IdbESH3

& ‘windows Authentication  Usemame: |
" 50L Authentication Pazzword: I

LefLed

Server  [VM4WINZKSVR =]
Database: |dbE5F|3F|eport j

Command: IU

ar. | Catcel I

4. Select the servers where the databases reside, and select the databases.

5. Click OK.
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OPTIONAL REGISTRY SETTINGS

There are a few settings you can add to the registry on a user’s computer to configure the
Report Console.

HKEY_CURRENT_USER\SOFTWARE\ScriptLogic Corporation\Enterprise Security
Reporter\v3\ReportExecutingSettings

RenderWarningPageCount
When a report reaches 10,000 pages, report generation pauses and a message displays

asking the user to continue or not. You can suppress this message by setting this value to
-1.

CacheRowLimit (default value is 50,000)

Determines the number of rows that a data set must contain in order to cause the report
to be cached to disk. Disk caching is slower, and therefore should not be used unless the
report is very large.

RenderMaxVirtualMemorySize (default value is 1,536,000,000) (or 1.5GB)

Sets the amount of memory that may be consumed by the report before rendering is
automatically stopped. Some reports can get beyond a size that can fit in memory, even
when using disk caching. If the computer runs out of virtual memory, it will cause
unpredictable behavior, therefore, by default, rendering stops once 1.5GB of memory is
consumed. If the report will not render in 1.5GB of memory, then you can increase this
value or modify the report design to remove graphical elements, such as the ScriptLogic
icon in the page footers.

MaxGridMemorySize (default value is 512000000) (or 500MB)

Sets the maximum amount of virtual memory that the results grid is allowed to consume.
Although the data grid may not be allowed to display all rows (because it does not
support a disk caching mechanism), the full dataset is still available via the export option
on that grid. The full dataset can be exported to a CSV or XML file.

MaxGridRowCount (default value is 1000 rows)
Sets the number of rows that the grid can display. If this number is very large, the
MaxGridMemorySize value limits the amount of data displayed.

TempFolder (default value is C:\Documents and Settings\userID\Local Settings\Temp\)
Designate the folder for generation of .xml report file. Type the full path to the folder.

WHERE TO GO NEXT

See the Enterprise Security Reporter 3 Discovery Guide for information on using the
Database Maintenance Utility and the Discovery Console.

See the Enterprise Security Reporter 3 Reporting Guide for information on using the
Reporting Console.
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Troubleshooting

ScriptLogic Corporation has a library of articles in its Knowledge Base, which may
provide an answer to a problem you are experiencing. Before calling technical support,
check to see if your problem is documented here. You might also browse the Discussion
Forums to see if anyone else is experiencing the same issue.

http://www.scriptlogic.com/support

If the discovery engine fails after the upgrade, remove and then reinstall the discovery
engine.

Removing the Discovery Engine
Type the following at the command line on the computer on which the discovery engine is
installed:

C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727>Installutil.exe Zu

“C:\Program Files\ScriptLogic Corporation\ESR3\Discovery
Engine\ESR3DiscoveryEngine.exe”

Once the discovery engine has been successfully uninstalled, the installation directory
must be removed before another install can be completed (C:\ Program Files\ ScriptLogic
Corporation\ ESR3\ Discovery Engine\).

If you see a message stating that "the service has been marked for deletion" and are
unable to install the discovery engine on the target server, reboot the target server, and
then reinstall the discovery engine.

If you are running discoveries against a remote database, you might want to adjust the
rate at which the Discovery Engine records the status of discovery jobs in the discovery
database. The default rate is 5 seconds. The valid range is 1-60 seconds.
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HKEY_LOCAL_MACHINENSOFTWARE\ScriptLogic Corporation\Enterprise Security

Reporter\v3\Config
Value Name: DiscoveryStatusUpdatelnterval
Value Type: REG_DWORD (decimal)

Default Value: 5

If, for any reason, the licensing objects become corrupted, the Discovery Console locks
and you see a message box when you start the application. To unlock the discovery
console, you need an unlock code. Click Request unlock code to send an email to
ScriptLogic. When you receive the unlock code via email, type the code in the Unlock
code box, and then click OK.

Type the following at the command line on the computer on which the discovery engine
is installed:

C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727>Installutil.exe /u
“C:\Program Files\ScriptLogic Corporation\ESR3\Discovery
Engine\ESR3DiscoveryEngine.exe”

Once the discovery engine has been successfully uninstalled, the installation directory
must be removed before another install can be completed (C:\ Program Files\ ScriptLogic
Corporation\ ESR3\ Discovery Engine\).
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Computer Discovery

dbESR3 Database Schema

. . tblComputer
Objects Diagram PK | computerid
FK1 | DiscoveryloblD
DomainName
ComputerName
Comment
IsHidden
Platfi 1[s]
ServerType
P 0OSMajorVersion |
OSMinorVersion
0SSPLevel
| OsProductType 1«
OSProductSuite
A
thiVolume tbiShare thINTFS thiService thiPrinter thlEventLogConfig
PK  |VolumelD PK | SharelD PK | NTESID PK | ServicelD PK | PrinterlD PK | EventlogConfiglD
FK1 | ComputeriD FK2 | ComputeriD FK2 | ComputeriD FK3 | ComputeriD FK2 | ComputeriD FK1 | ComputerlD
VolumeName ShareName FE3 | PathlD ServiceName PrinterName LogName
VolumePath Comment IsFalder DisplayName Attributes DisplayName
TotalSpace SharePath IsRootFolder CurrentState Comment FileName
FreeSpace ShareType Size StartupMode DataType MaxSize
SerialNumber FKL1 | ACLID DateCreated BinaryPathName DefaultPriority CurrentSize
Filesy DatelastAccessed FE1 | LogonAccountlD Description OverwriteDays
DatelastModified PasswordLastSet DriverMame FileDateCreated
Attributes ServiceType Location FileDateModified
FE1 | ACLID IsInteractive Parameters FileDatelastAccessed
HasExplicitAces Description FortName
SameAsParent FK2 | ACLID Prlnt!"mcessor hIACE
SepFile
thIACL Status PK | ACEID
ShareName
PK | ACLID d FK1 | ACLID FK2 | ACLUD
FK1 | AccountID
P FK2 | Comp i PermType
> FK1 | OwnerAccountiD AceType
IsProtected AccessMask
ObjectType -l Isinherited
Checksum AppliesTo
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Domain Discovery Objects Diagram

tblDiscaveryConfig thIDiscaverylob thiDomain
-
PK | DiscoveryConfigl PK |DiscoveryloblD [~ p| PK | Romainid
. <
DiscoveryType ‘— FK1 | DiscoveryConfigiD FK1 | DiscoveryloblD
DomainName DiscoveryType NetBiosName
ComputerName LaunchDate DomainName
ObjectPath StartDate ManagedBy
ObjectTypeFlags EndDate A A A
Status
LaststatusChange tbiDomainAccount
ServicedBy PK | DomainAccountlD
Priority
LastMessage FK2 | Dn inlD
LastMessageChange FK3 | DomainOUID
CancelDiscovery FK1 | AccountiD
IsCurrent IsGroup
FK4 | DiscoveryloblD
thiDomainSite tblDomainComputer tbiDomainController tblDomainTrust thlDomainOU
PK | RomainSitelD PK | DomainComputeriD PK | DomainControlledD PK | DomainTrustiD PK | DomainQUID
FK1 | DomainliD FK1 | DomainiD FK1 | DomainlD FK1 | DomainiD FK1 | DomainlD
SiteName FE2 | DomainQUID FK2 | DomainCUID NetBiosDomainName Name
Description NetBiosName NetBiosName DnsDomainName DistinguishedName
Location ComputerName ComputerName Direction ParentContainer
DistinguishedMame SiteName TrustType Description
ComputerTypeFlags IsEnabled IsTreeRoot ManagedBy
IsHidden IsPDC IsPrimary CanonicalName
Description IsGC IsNativeMode
LastLogon ManagedBy *
NumLogons
PasswordLastSet
OSName
OSVersion
0OSServicePack
Location
ManagedBy
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Account Objects Diagram

thlAccountLookup thlAccount
PK | AccountlookuplD PK | AccountiD

SAMAccountDomain 1_ AccountType
SAMAccountName AccountScope
DisplayName AccountSid a
FullMame IsSecurityEnabled
Comment FK1 | AccountLookuplD
DistinguishedMame
ManagedBy
IsDomainMember

A

tblGroup
PK | GroupiD

FK1 | GroupAccountiD
A

tblGroupMember

PK | GroupMemberlD

FK2 | GrouplD
FK1 | MemberAccountiD
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SharePoint Discovery Objects Diagram

thiDiscoverylob tbISPServer
PK | DiscoveryloblD PK | SPServeriD
FK1 | DiscoveryConfiglD | FK1 | DiscoveryloblD
DiscoveryType ServerName
LaunchDate A
StartDate
EndDate
Status
LastStatusChange -
ServicedBy tbISPSite
Priority N
PK
LastMessage apaitall
LastMessageChange
FK2 | SPServerlD
CancelDiscovery thiSPNode > URL
IsCurrent PK | sPNodelD Title
FK1 | SPSDID
v SPSitelD Permsérelnherited
NodeType Parent5PSitelD
thiDiscoveryConfig IsContainer f
PK | DiscoveryConfiglD Title
URL w tbisPSiteMember
DiscoveryType Creatl - )
DomainName Modified PK | SPsiteMemberlD
ComputerMame Author ]
ObjectPath FK1 | SPSDID ) FK2 | SPSitelD
ObjectTypeFlags P'ermshl‘elnherlted FK1 | MemberAccountiD
Size IsSiteAdmin
ParentModelD
\AA J
thISPSD thISPPermission thISPPermissionlLevel thISPPermissionLevel Detail
PK | SPSDID PK | SPPermissioniD PK | SPPermissionlevellD PK | SPPermissionLeve|DetaillD
“ > <
FK1 | SPServerlD FK3 | SPSDID FK1 | SPSitelD FK1 | SPPermissionLevellD
Checksum FK1 | AccountlD Title AccessMask
FK2 | SPPermissionLevellD Description Description
AccessMask
IsHidden
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SQL Discovery Objects Diagram

thisQLServerLogin thlSOLServer
PK | sQLServerloginlD " ek SQLserverlD
FK1 | SQlServerlD tblSQLServerRole FK1 | DiscoveryloblD
AccountiD PK - ServerName tblSQLServerACL
LoginName S0lserverRolelD ¢
LoginType Version PK | 5QlServerACLID
IsEnabled FK1 | sQLServeriD
DefaultDatabase RoleName P e sQlServerlD
IsP. {Expiratis forced T Checksum
IsPasswordPalicyEnforced thisQLServerDatabase 4
IsSystemObject thisQLServerRoleMember
Isimplicit < PK | SQlServerDatabaselD
N PK | SQLServerRoleMemberlD n
FK1 | SQlServeriD thiSQLServerACE
FK2 | sQlServerRolelD DatabaseName PK | SQIServerACEID
FK1 | sQlServerLoginlD OwnerAccountlD
T h f FK1 |sQiServerACLID
thlsQLServerDatabaselUser GrantorType
tbISQLServerDatabaseRole GrantorlD
PK | SQlServerDatabaseUserlD | GranteeType
PK | SOLServerDatabaseRolelD GranteelD
FK1 | SQlServerDatabaselD thiSQLServerDatabaseSchema PermissionState
FK2 |sQlServerLoginiD - FK1 | SQlServerDatabaselD AccessMask
SQiServerDatabaseSchemalD
UserType RoleType lsinherited
UserName RoleName
CertificateName FK1 | sQiServerDatabaselD IsFixedRole
KeyName SchemaName Owner
IsGuestUser OwnerName DefaultSchema
DefaultSchema T T
tblSQLServerDatabaseSchemaPerm thiSQLServerDatabaseRoleMember thISQLServerDatabaseObject
PK | SOLServerDatabaseSchemaPermiD PK | SOLServerDatabaseRoleMemberlD PK |SQOLServerDatabaseObjectlD
FK1 | SQLServerDatabaseSchemalD FK1 |5QLServerDatabaseRolelD FK2 | sQLServerDatabaselD
GranteeType MemberType ObjectType
GranteelD MemberName ObjectName
PermissionState SQLServerDatabaseUserlD SchemaName
AccessMask IsDirectMember FK1 | sQlServerACLID
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