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Typeface Conventions

Bold Indicates a button, menu selection, tab, dialog box title, text to type,
selections from drop-down lists, or prompts on a dialog box.

ScriptLogic may be contacted about any questions, problems or concerns you might have

at:

ScriptLogic Corporation
6000 Broken Sound Parkway NW
Boca Raton, Florida 33487-2742

561.886.2400 Sales and General Inquiries
561.886.2450 Technical Support

561.886.2499 Fax

www.scriptlogic.com

ScriptLogic can be found on the web at www.scriptlogic.com. Our web site offers
customers a variety of information:

Download product updates, patches and/or evaluation products.
Locate product information and technical details.
Find out about Product Pricing.

Search the Knowledge Base for Technical Notes containing an extensive collection of
technical articles, troubleshooting tips and white papers.

Search Frequently Asked Questions, for the answers to the most common non-
technical issues.

Participate in Discussion Forums to discuss problems or ideas with other users and
ScriptLogic representatives.
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Getting Ready to Install

MINIMUM SYSTEM REQUIREMENTS

Processor
Memory (RAM)
Hard Disk Space

Screen Resolution

Operating System

SQL Server

Additional

1 GHz or higher Pentium-compatible CPU
1 Gigabytes or more recommended

100 Megabytes or more of free disk space, not including the amount required by the
Active Administrator database

1024x768
Both 32-bit or 64-bit architectures are supported. All versions should have the latest
service pack installed.

Server (ASM.exe)
All editions of:

Microsoft Windows Server 2003

Microsoft Windows Server 2003 R2

Microsoft Windows Server 2008

Microsoft Windows Server 2008 R2
Note: Audit Agents (standard and advanced) are supported on Windows 2000 domain
controllers.
Console (AAConsole.exe)

Windows XP Professional

Windows Vista Business, Enterprise, or Ultimate

Windows 7 Business, Enterprise, or Ultimate

Important: When using Windows Vista or Windows 7 64-bit operating systems, you
may experience problems when performing some operations on Active Directory
objects. When the Microsoft RSAT tools are installed, the adprop.dll.mui and
dsadmin.dll.mui files are not installed and are needed by Active Administrator. See the
ScriptLogic Knowledge Base and Solution Center for instructions on how to locate and
copy these files to the correct location.

Both 32-bit or 64-bit architectures are supported. All versions should have the latest
service pack installed.
Microsoft SQL 2000 Server (Enterprise, Standard, Workgroup, and Desktop
Engine editions)
Microsoft SQL Server 2005 (Enterprise, Standard, Workgroup, and Express
editions)

Microsoft SQL Server 2008 (Enterprise, Standard, Workgroup, and Express
editions)

Microsoft SQL Server 2008 R2 (Datacenter, Enterprise, Standard, Workgroup, and
Express editions)

Note: For SQL collation and sort order, Active Administrator requires either
SQL_Latinl _General ClI_AS or SQL_Latinl General CS_AS.

Important: You must enable Named Pipes communication, which is off by default.

Microsoft .NET Framework version 3.5 with Service Pack 1
Microsoft Group Policy Management Console
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DOWNLOADING INSTALLATION FILES

If you have not yet done so, download the latest version of Active Administrator:

http://www.scriptlogic.com/support/Products/ActiveAdministrator/

The Active Administrator program has components:
server (Active Administrator 6.0.x Server.exe)

console (Active Administrator 6.0.x Console exe)

Install the Console component on any computer that requires it. The Server component
needs to be installed on only one computer. Both the Console and Server components can
be installed on the same server.

USER PRIVILEGE REQUIREMENTS

To install Active Administrator, a user must hold administrative rights on the local
system and the SQL instance that will host the Active Administrator database.

To use Active Administrator, a user must hold administrative rights on both the local
system and the domain, and be a member of the AA_Admin database access group,
which is created during the installation process.

Password Recovery

If you are using Windows Server 2003 SP1 or higher, Active Administrator can restore
passwords when you restore accounts that were deleted. To enable password recovery, a
minor modification is made to the Schema. To be able to modify the Schema, you must
use an account that is a member of the Schema Admins group.

Services

The Domain Administrator account provides the necessary permissions for the various Active
Administrator services to operate properly. You can choose to use one account with Domain
Admin rights for all services, or you can choose to identify an account for each service.

%.ﬁ.ctive Adrminiskrator Active Template Repair Service
%.ﬁ.ctive Adrminiskrator AD Object Backup Service
%.ﬁ.ctive Administrator Agent

%.ﬁ.ctive Administrator GPO History

%.ﬁ.ctive Administrator Maintenance Service
%.ﬁ.ctive Adriniskrator Maotification Service

When choosing an account, keep these requirements in mind:

Active Administrator Active Template Repair Service needs the ability to access all
objects in Active Directory, and to change Active Directory permissions on any
Active Directory object.
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Active Administrator AD Object Backup Service needs to access all objects in
Active Directory, and to back up all objects and restore them, as well as to
write/modify their attributes.

Active Administrator Advanced Auditing runs as the Local System account,
regardless of the user account configured for the Active Administrator Agent service.

Active Administrator Agent can also run under a domain user account provided it is
either a local admin account, which gives it the rights to logon as a service and log on
locally, or these two privileges can be granted individually. This user or service
account should also be a member of the AA_Admin group, which by default is
located in the Local groups of the server where the ActiveAdministrator database is
located. If the group is not found in this location, the settings during the initial
database creation were modified and it can be found under the Users container object
of Active Directory.

Active Administrator GPO History can run under a domain user account that is a
local administrator on the Active Administrator server (where the Active
Administrator share and services are located).

Active Administrator Maintenance Service needs to access the Service Control
Manager (SCM) on all computers running the Audit Agent and the SCM running on
the Active Administrator server, and to access the Audit database. The user for the
Maintenance service must be a member of the local Administrator group on any
computer running the Audit Agents and for the Active Administrative server. The
user must be an Administrator on the local computer to open and control the SCM.

Active Administrator Notification service needs to have access to the database.

Audit Database

On the database server, the database installation creates two local groups that control

access to the audit database.

AA_Admin group = users that need to be able to update the database

AA_User group = users that only need to run reports from the database

INSTALLING FOR THE FIRST TIME

Steps Reference

1. Install Active Administrator Server. Running the Server Installation Wizard

2. Run the Server Configuration Wizard. Running the Server Configuration Wizard
3. Install Active Administrator Console. Running the Active Administrator Console

Installation Wizard
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What's New in Active Administrator 6.0?

To see what is new in Active Administrator, please see Active Administrator 6.x Version
History in the ScriptLogic Knowledge Base, which you can access at:
http://www.scriptlogic.com/support/products/activeadministrator/

Upgrading from version 5.x to version 6.0

If you are upgrading from a previous installation of version 5, you only need to update the
audit agents once installation is complete.

1. Install Active Administrator Server. Running the Server Installation Wizard

2. Run the Server Configuration Wizard. Running the Server Configuration Wizard
3. Update Audit Agents. Updating Audit Agents

4. Install Active Administrator Console. Running the Active Administrator Console

Installation Wizard

Upgrading from version 4.x to version 6.0

Besides installing the software, you will need to do a few other procedures if you are
upgrading from a previous version of Active Administrator. The software installation will
take care of uninstalling old processes and then installing new.

1. Uninstall any version 4 agents using the
Event Configuration Utility in
Active Administrator 4.

2. Install Active Administrator Server. Running the Server Installation Wizard

3. Run the Server Configuration Wizard Running the Server Configuration Wizard

4. Remove orphaned Audit Agents. Removing Orphaned Agents

5. Install new Audit Agents. Installing Audit Agents

6. Import data from your version 4 databases. Importing Data From Existing Audit Databases
7. Create new alert notifications. Creating an Alert

8. Install Active Administrator Console. Running the Active Administrator Console

Installation Wizard
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Installing the Active
Administrator Server

Note: The server needs to be installed on only one computer.

Important: If you are upgrading from version 4.x, you must uninstall any version 4
agents using the Event Configuration Utility in Active Administrator 4 prior to running
the Server Installation Wizard.

RUNNING THE SERVER INSTALLATION WIZARD

Note: You may be prompted to restart your computer at the end of the install process.

1. Double-click the Active Administrator 6.0.x Server.exe file, or right-click the file, and
then select Install. The Welcome page appears.

i'é" Active Administrator 6.0 Server - Installshield Wizard

Welcome to the InstallShield Wizard for
Active Administrator 6.0 Server

The InstallShield(R} Wizard will install Active Administrator 6,0
Servaer an your compuker, To continue, click Mext,

W ARMING: This program is protected by copyright law and
international treaties,

= Back Zancel
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2. Click
Agreement.

The License Agreement page displays the Transaction Product

i'é'u Active Administrator 6.0 Server - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

TRANSACTION PRODUCT AGREEMENT i’

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY
DOWHLOADING, INSTALLING OR USING THIS PRODUCT, YOU INDICATE ACCEPTAHCE
OF AND AGREE TO THE TERMS AHD COHDITIONS OF THIS AGREEMENT. IF YOU DO HOT
AGREE TO THE TERMS AHD COHDITIONS OF THIS AGREEMENT, DO HOT DOWHLOAD,
INSTALL OR USE THIS PRODUCT. THIS AGREEMENT SHALL HOT SUPERSEDE AHY
OTHER SIGHED AGREEMENT BETWEEHN YOU AHD SCRIPTLOGIC THAT EXPRESSLY
GOVERNS THE ORDER. FOR THIS PRODUCT.

-
Thic Tramcartinn Dvoched M rvaomart fHha " arvacmard! e mana hotvoeaon Ceeind] acie —I

£~ 1 accept the terms in the license agreement Print |

* I do not accept the terms in khe license agreement:

Installshield

< Back I ext = I Zancel |

Note: You must accept the terms of the license agreement in order to continue with
the installation. The software may also be governed by other applicable laws and
copyrights not specifically enumerated in the license agreement, or as dictated by
supplemental documentation included with the product or at the time of purchase or
evaluation.

3. Select I accept the terms in the license agreement, and then click
The Destination Folder page appears.

i‘é’- Active Administrator 6.0 Server - Installshield Wizard

Destination Folder

Click Next to install ko this Folder, or click Change ko install to a different Fal

Install Active Administrator 6.0 Server ko:

_—/ C:1Program Files\ScriptLogic Corporationt Active Administrator Change. .. |

&lServer!,

InstallShield

< Back

Zancel |

To change the location of the program files, click . The Change

Current Destination Folder page opens. Choose a new location for the

installation directory.
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4. Click The Ready to Install the Program page appears.

i'é'u Active Administrator 6.0 Server - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko beagin installation,

Click Install ko begin the installation,

If vou want to review or change any of your installation settings, click Back. Click Cancel ko
exit the wizard.

Installshield

< Back Zancel |

5. To begin the installation, click

The Installing Active Administrator
Server Setup box displays a status bar that indicates the installation progress.

Upgrade Note: If you receive a message that some files are currently in use, click OK
to close the applications automatically.

'é'u Active Administrator 6.0 Server - InstallShield Wizard

Files in Use

Some files that need to be updated are currently in use,

The following applications are using files that need to be updated by this setup.

Active Administrator Motification Service

¥ Automatically dose and attempt to restart applications.
" Do not dose applications. {A reboot will be required.)

Ok I Cancel |

If you receive a message that setup was unable to close the applications, close the
applications manually, and then click OK.

jist Active Administrator 6 Server Installer Information

The setup was unable to automatically dose all
requested applications. Please ensure that the
applications halding files in use are dosed before
continuing with the installation.

« | =]
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When installation is complete, you have the option of starting the Server
Configuration Wizard upon finishing the wizard.

{§ Active Administrator 6.0 Server - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield wizard has successfully installed Active
Adrministratar 6.0 Server, Click Finish bo exit the wizard,

[ Launch Configuration Wizard (recommended)

= Back Zance| |

¥ Launch Configuration Wizard (recommended)

By default, the option to start the Server Configuration Wizard is selected. It is
recommended that you go through the configuration wizard to set up your database
and Active Administrator services.

6. Click . The following Active Administrator components are installed:

Server Tools »
» Server Configuration Wizard
E Server Management

":"_:I Server Management Guide

@l Scriptlogic Corporation B Active Administrator 6 » |§ Seryer Management Help
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APPLYING A LICENSE FILE

The first time you start the Active Administrator Server Management component, you
see the New Installation dialog box, which allows you to apply a license file or evaluate

the product without a license, as well as contact ScriptLogic Corporation and visit our
website for further information.

Mew Installation: Active Administrator I

Active Administrator 6.0.
Copyright () 2011, ScriptLogic Corporation
btk f e, scriptlogic. com

THAME ¥0OUI For choosing Active Administratar, IF vou have a
license file, enter the path ko the file below and click 'Apply
License File'. IF vou do not have a license File, click 'Begin
Evaluation’ to skark Active Administratar in ewaluation mode.

License File:
[ .|
ApplLicense File |
Begirn Evaluation |
Cancel |

Active Administrator requires a valid license file in order to function properly. If you
have a company license file or were provided with an evaluation or temporary license
file, you must enter the location and filename in the License File box.

The license file is approximately 1KB in size and has a lic file extension. The Sales
account executive or Support Team specialist that you have been dealing with should
have emailed this file to you as an attachment.

Click _I to locate the license file, and then click .

UPDATED 12 OCTOBER 2011



ACTIVE ADMINISTRATOR® 6.0 INSTALLATION GUIDE 10

EVALUATING THE PRODUCT

Note: The full and evaluation versions of Active Administrator are identical. The license
file is the sole determinant of program functionality. Limitations during the free 30-day
evaluation period include:

Auditing of domain controllers is unlimited.
Perform Active Directory and GPO backups on two domains only.

Reports generated have an Evaluation watermark.

If you are evaluating the software and would like to use the preset values for the
number of licenses, objects, and evaluation days, click .

The Unregistered Version box appears.

Once you accept the evaluation, this box will appear each time you open Active

Administrator for the duration of the evaluation period. If you receive a license file,
click [ Resster active adminsretor | ¢ access the New Installation box.

Active Administrator - Unregistered ¥ersion I

Active Administrator 6.0.
Copyright () 2011, ScripkLogic Corporation

hikbpe e, scripblogic, com

THARME ¥0OLUI For Evaluating Active Administrator
This is a trial wersion For evaluation only.

This trial version is a limited edition For the period of the
evaluation,

For ordering information click on the "isit Our \Website' buttan,
The regiskered version will nok display this window,

1 understand that I may use this product only For evaluation
and that any other use requires the purchase of a license,

Quit | Wisit Qur Website, ., |

Reqister Active Administrator |

vou have 30 days left to evaluate this product,

Description

Accept the conditions of the evaluation

| Visit Cur Wehsite. .. | Go to the ScriptLogic web site

| Reqister Active Administratar | Apply a license file
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Configuring the Server

Note: After this initial configuration, you can modify the server configuration from the
Active Administrator Server Management module. See the Active Administrator Server
Management Guide.

RUNNING THE SERVER CONFIGURATION WIZARD

The Server Configuration Wizard guides you through configuring the various services
that are required to run Active Administrator.

%.ﬁ.ctive Administrator Active Template Repair Service,

%Active Administrator A0 Object Backup Service,

%.ﬁ.ctive Administrator GPO Histary,
%F\ctive Administrator Mainkenance Service
%F\ctive Administrator Motification Service

Note: If you are upgrading Active Administrator, your previous settings appear in the
Server Configuration Wizard. You can quickly page through the wizard accepting the
current settings or take the opportunity to make changes to your setup.

Note: If the Server Configuration Wizard did not start automatically, click Start, point to
ScriptLogic Corporation > Active Administrator 6, and then choose AA Server
Configuration Wizard.

iFy Active Administrator Server Configuration Wizard E‘_l—z_hj
AD 8 Server Welcome to the Active Administrator Server
Management Configuration Wizard

This wizard will wallk you through corfiguring your Active Administrator
database and setting up your Active Administrator services.

E=QuEsT
SOFTWARE'
roweso o TR,

Help .. Meat > l | Cancel

To advance to the next page, click .
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CONFIGURING THE ACTIVE ADMINISTRATOR DATABASE

Important: An instance of Microsoft SQL Server 2000 or higher must be installed and
running on a server that can be accessed by the Active Administrator server, Active
Administrator Console, and all installed Audit Agents. If you need to install Microsoft
SQL Server, you can click either Download Microsoft SOL Express 2008 or Download
Microsoft SOL Express 2005 to download a free copy of Microsoft SQL Server.

v;"—'r. Active Administrator Server Configuration Wizard

Active Administrator Database Configuration
Canfigure the Active Administrator D atabaze

Server Mame:

QATEST2K-2K3R2 j Refresh |

— Log on to gemver
% Use Windows Authertication

 Usze SOL Server Authentication

|dzernane: I

Password: I

Confirm pazsword; I

— Connect o databaze

Databaze Mame:

Iﬁctiva&dministratorData j Test Connection |

Downlosd Microsoft SOL Espress 2008
i Diownload Microgoft SCL Ewpress 2005

Help... | < Back | Heut » | Cancel

Server Name
If the Active Administrator database you want to use is located on a server other than the
one displayed in the Server Name box, select the server from the list, and then click

|

Log on to server

Choose whether the server displayed in the Server Name box uses Windows or SQL
Server Authentication. If you choose SQL Server Authentication, enter the User Name
and Password.

Create Mew Database. .. |

Connect to database
Choose the database from the Database Name list.

Note: Only databases associated with the server displayed in the Server Name box are
listed. You may need to create a new database or change to a different server if the
database you want is not listed

| Create Mew Databaze |

Click to open the Database Wizard to create a new database on the server displayed in
the Server Name box. After the Database Wizard is finished, and closed, the database
name displays in the Database Name box.
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Note: The Audit Agent service uses Microsoft SQL Server as its backend database for
storing event information. The database should be installed in a central location that can
be reached by all domain controllers.

1.
2.

From the Database Wizard Main Menu, select Create New Database.

Click . The Establish Connection box displays the default database name:
ActiveAdministrator.
ﬂ! Database Wizard = B3

Establish Connection

Enter zerver parameters and authentication infarmation, then click "Mest" to continue.

SOL Server Instance:
[maTEST2K-2¢3R2

Databaze Mame:

I.-’-‘«ctive.-’-‘«dministrator Brawse... |

& Use Windows Authentication
 Use SOL Server Authentication

Uzer Mame: I

Password; I

< Back Mext » | Cahicel |

SQL Server Instance
If necessary, type the name of the server that is running Microsoft SQL Server, or

click to locate registered servers that may also be running the database

engine.

Database Name
To change the name of the database from the default, type a name in the box.

¥ Use Windows Authentication

If you want to use Windows Authentication, the SQL server must be configured to
use trusted security, and the Active Administrator Audit Agent service must be
configured with a domain account that has access to update the database.

" Use SQL Server Authentication

Choose whether to use Windows Authentication or SQL Server Authentication. If
you choose Use SQL Server Authentication, type the name of the SQL Server user
account in the User Name box and the password in the Password box.
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3. Click . The Enter Database Settings box displays the default sizes for the
database (*.mdf) and transaction log (*.Idf) files.
¥ ¥ Database Wizard M= E3

Enter Database Settings

Choosze create databaze zettings and then click "Mest” to continue

— File Sizes Secuity Groups
¥ Create default SECLItY groups as...
Initial D atabase Size: IED B 20 e E A e DI
Initial Log File Size: IED B " Glabal
& Domain Local
— File Paths
™ Oweride Default File Locations
DataFie Path: |

|
LogFiePathy | [

< Back |

Initial Database Size
Type an initial size for the database file (*.mdf). If the database needs to grow the
data file, it will do so automatically.

Initial TX Log Size
Type an initial size for the transaction log file (*.1df). If the database needs to grow
the log file, it does so automatically.

Security Groups

Select how to create default security groups: Local Group (Non DC), Global, or
Domain Local. If you do not want to create default security groups, clear the Create
default security groups as check box.

Note: These default Security Groups are required for Windows Authentication.

I Override Default File Locations

Select to create the database transaction log files in a location other than the default
location. Type the physical path in the appropriate boxes. Express the path as a
logical path and not as a UNC path.

4. Click . The Create New Database displays the database name.
5. To create the specified database, click . A task progress box displays the

progress of creating the database. When the database creation is complete, a message
box appears.

6. Click OK to return to the Active Administrator Database Configuration page.

7. Click to check if the server can connect to the selected database and to
verify that the selected database is an Active Administrator database.

To advance to the next page, click .
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STORING ACTIVE ADMINISTRATOR DATA

The Active Administrator Path Selection page displays the default path to the folder
where the Active Administrator data is stored.

=l g Activesdministeatar
) ActiveTemplates
) ADBackups
) Config
) GPOHiskory
) GPORepositary

Note: The install process creates the ActiveAdministrator share, which contains five
subfolders in which Active Administrator data is stored. You can create your own share
as long as it resides on a server that is accessible by all Active Administrator users. Make
sure the share has sufficient hard drive capacity. You can estimate that each GPO initially
takes 2MB to back up. Each version saved thereafter is significantly smaller, about 10k on
average. If you have a large Active Directory database, you should have 10GB available.

£% Active Administrator Server Configuration Wizard

Active Adminiztrator Path Selection
Pleaze select a local path far storing Active Adminiztrator data.

Local Path:

cvctiveddrinistrator |

Thiz path will be shared as "“Activeddministiator

YWe recommend that you have at least 2 GB of fiee space available on this
drive, preferably 10 GB if you have a large Active Directary database.

Help... | < Back Hext » LCancel

Local Path
Type a path to the folder where you want Active Administrator to create the share, or

click _| to locate a folder.

Note: You should have at least 2GB of free space available on the drive you select. If you
have a large Active Directory database, ideally, you should have 10GB free.

When you click [; ., if the folder you entered does not exist, you receive a

confirmation message.

Active Administrator 1]

""?1’} The path vou entered does not exist, Do you wank to create it?
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To create the folder, click . A security warning displays.

ScriptLogic Active Administrator Configuration Wizard

Ackive Administrator will create a share named “Activesdministrator” For the selected path,

J\.-i-.

MOTE! This share will be created with permissions set to “Everyone — Full Contral®,

¥ou should consider modifying the permissions of the share ko only allow access by the service accounts used by
Active Administrator services, and by the users who will run the Active Administrator console,

Important: The default permission for the share is Everyone — Full Control.

The recommendation is to modify the share permissions so only the service accounts
used by Active Administrator services and the users who run Active Administrator
Console have access to the share.

To advance to the next page, click .

SETTING UP THE EMAIL SERVER

The Notification Service sends automatic emails to specified recipients. On this page,
identify the email server to use for the Notification Service.

?F- Active Administrator Server Configuration Wizard

Email Server Settings
Configure the Active Administrator SMTP server setlings

SMTF Host Marne: SMTF Port:
|h-1aiIS erver 25

— If pour SMTP server requires authentication
SMTP Uzemame:

I.ﬂ.dministrator@acme.com
SMTP Pazsword:

Confirm SMTP Password:

The “from” email address that will be included in the email header for all alerts and notifications

I.t‘-‘«ctive.t’-‘«dministratol@scriptlogic. caom

Meszage format

Chooze a format for outgoing emailz from the Motification service.

-;_-;-! &+ HTML " Plain Text

Test SMTP Settings |

Help... | < Back | Mest > | Cancel |

SMTP Host Name
Type the name of the SMTP server that sends the alert emails.

SMTP Port
Type the number of the TCP/IP port on which the SMTP server is listening.

If your SMTP server requires authentication
Type the username and password in the SMTP User Name and SMTP Password boxes.
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“From” Email Address
Type the email address to appear in the From box of the alert email. By entering
something meaningful, you can use the From box to filter your email.

Message format
Choose a format for the email.

[ TestSMTP Settings |
Click to test the settings.

To advance to the next page, click

SETTING UP SERVICES AND THE OWNER

On many tasks, an email is sent to the Administrator’s email address. Type a valid email
address in the box.

§% Active Administrator Server Configuration Wizard

Setup Active Administrator Services and Owner
Set the email address of the Active Administrator owner and enable Active Administrator services.

Active Administrator Owner's Email Address

fi
Each of the services listed below can be automatically corfigured
) ! to work right out-of the box. No changes to Active Directory will be
made by arty of these services and no email notifications will be
sent to any of your Active Directory users.

Enabled Active Administrator Services
¥ Inactive Users and Computers =)
v Change Your Password Reminder Policy =
¥ Active Directory Replication Monitoring &/
¥ Active Directory Heath Assessment Reports (&

Help... < Back | Mend = | Cancel |

By default, four Active Administrator Services are enabled. To see an explanation of each
service, hover the cursor over ‘&

Note: The first time you run the Server Configuration Wizard, the check boxes are
enabled. No changes are made to Active Directory. The next time you run Server
Configuration Wizard, the check boxes are disabled, so you need to use Active
Administrator Server Management to enable/disable the services.

¥ Inactive Users and Computers

To modify the service, finish the wizard, start Active Administrator Server Management,
and then click Inactive Users and Computers on the Start Page. Alternatively, open the
Tools menu, point to Inactive Users and Computers, and then choose Settings.
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2 Change Your Password Reminder Policy
= Tomodify the service, finish the wizard, start Active Administrator Server Management,
é"/ and then click Change Your Password Reminder Policy on the Start Page. Alternatively,
S open the Tools menu, point to Change Your Password Reminder Policy, and then
choose Settings.

W Active Directory Replication Monitoring

To modify the service, finish the wizard, start Active Administrator Server Management,
and then click Active Directory Replication Monitoring on the Start Page. Alternatively,
open the Tools menu, and then choose Active Directory Replication Monitoring.

¥ Active Directory Health Assessment Reports

= To modify the service, finish the wizard, start Active Administrator Server Management,
E_ and then click Active Directory Assessment Reports on the Start Page. Alternatively,

open the Tools menu, and then choose Schedule Assessment Reports.

To advance to the next page, click |;

CONFIGURING THE ACTIVE TEMPLATE AUTO-REPAIR SERVICE

Active Templates, which are used to grant specific sets of Active Directory rights to an
object, can be configured so that they are automatically reapplied if any of their
permissions within the template are accidentally removed. Additionally, you can alert
administrators automatically via email when an Active Template is repaired.

t"-'r- Active Administrator Server Configuration Wizard

Active Template Auto-Repair
The Active Template Auto Repair zervice will fis broken templates automatically.

¥ Autoratically repair broken Active Templates

Check for broken Active Templates using the value zpecified here in secondz.

I a0 3: Seconds

[ Senda repart of broken T emplates by email

To email address:

Help... | £ Back | MHeut >

v Automatically repair broken Active Templates
By default, Active Administrator checks for broken templates every 30 seconds.

To disable Active Template Auto-Repair, clear the check box.

To change the polling interval, choose a value from the list.

[T senda Report of Broken Templates by E-mail
Select to send reports of broken templates to selected users via email. In the To email
address box, type the email address of the recipient.
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Note: You must have configured the Email Server to continue. If necessary, click
to return to the Email Server Settings page. See Setting Up the Email Server.

To advance to the next page, click

CONFIGURING THE GROUP PoLICcY HISTORY SERVICE

The Group Policy History service should be installed on only one machine. The service
needs to be configured to run as a domain account that has enough privileges to read all
of the Group Policy object (GPO) settings on the domain, as well as to write permissions
to the Group Policy History Path.

?F- Active Administrator Server Configuration Wizard

Group Policy Object History
The Group Policy History zervice will keep track of changes to your GPOs.

Check. for Group Policy changes in seconds uging the value specified here: IED 3:

Keep hiztory on the following damaits:

Dlomaing | Add Domain...
i ACME.com

Remove

i

" Search only POC emulator for GPO changes

[ Cieate a log file [kept in the same folder az the service executable - can grow large)

Help... | < Back | Mest >

Check for Group Policy changes
From the Check for Group Policy changes list, select how often you want the Group
Policy History service to poll the domain controllers for Group Policy object (GPO)

changes at a specified polling interval.

Note: The GPO service polls the domain controllers for GPO changes at a specified
polling interval. The polling interval is set to 60 seconds by default. We recommend a
polling interval of 60 seconds as this gives the administrators enough time to make a few
changes to the GPO without creating new versions for every change.

Keep History on the following domains
The GPO History Service checks for GPO Policy changes on the listed domains.

Button Description

Add a domain to the list.
Remove selected domain(s) from the list.
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™ search only PDC emulator for GPO changes
Select to monitor only the domain controller acting as the primary domain controller.

Time Saver: Selecting the Search Only PDC emulator for GPO changes check box can
reduce network traffic.

[T Createa log file (kept in the same folder as the service executable — can grow large
Select to create a debug log file to see exactly what the GPO History service is doing.

Note: The log file is located in the Program Files/ScriptLogic Corporation/Active
Administrator 6/Server folder. The name of the log file is based on the date and time of
the GPO event, such as 5_2 2008_11_18_57_AM.Log.

To advance to the next page, click |;

CONFIGURING ACTIVE DIRECTORY OBJECT LEVEL BACKUP/RESTORE

Administrators can select a domain that contains Windows Server 2003 (or later) domain
controllers and back up all Active Directory objects in that domain. When a situation
occurs that requires an object to be restored, administrators can select the object from a
list and restore either the object with all the attributes it possessed when it was backed
up, or only attributes the administrator selects. In the case of a container object,
administrators have the option of either restoring all objects it contains or all objects it
contains of a particular type.

t"-"r- Active Administrator Server Configuration Wizard

Active Directory Object Level Backup / Restore
Quickly recover from deleted or modified objects in Active Directory.

Backup the follmwing domains:
[Mate: Windows 2003 Service Pack 1 ar higher is required ta restore passwaords)

Dlomain | Supports Password Becovery | &dd Darnain...
€3 ACME.com ez

Add AD LDS Instance. .

Hemove |
Easaward|Hecowven |

Run backup:

at |500 | and 1200 |

¥ Cieate a Log File [kept in the same folder as the service executable - can grow large]

¥ Override the default temparary falder used during an Active Directory backup

Temparary folder path:

IC:\N—\ temnp folder _l
Help... | < Back | MHest > | LCancel |

Backup the following domains
The Active Administrator AD Object Backup Service backs up the listed domains based
on the settings in the Run backup boxes.
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Add Damain. ..

Click to add a domain. The Select Domain box opens.

1. Inthe Domain box, type a domain name, or click El to locate a domain.

Select Domain E
Domain:

JACME. com

Select domain controller ta perform the backup from

f* lze automatically selected domain contraller

' Use the the domain controller specified here

ak | Cancel |

You can specify the domain controller to perform the backup. By default, Active
Administrator uses a domain controller selected by Active Directory. If you wish to
use a different domain controller, select Use the domain controller specified here,
and then click EI to locate a domain controller.

2. Click . The domain name is added to the list.

Note: If you are using Windows Server 2003 Service Pack 1 (SP1) or higher, a
message box displays.

ScriptLogic Active Administrator Configuration Wizard

P Active Administrator has detected that a domain controller in the selected domain is running a version of Windows
- ] Server which supports recovery of user and computer passwords when used in conjunction with Active
' Adrinistrator’s Recovery Feature. Would you like to turn this Feature an at this time? (This will change the
“searchFlags’ attribute of the Unicode-PWD object in the AD schema, but does not alker the schema struckure and
can be instantly reverted at any time),

Active Administrator can restore passwords when you restore accounts that were

deleted. Click to enable Password Recovery. Yes displays in the Supports
Password Recovery column.

| AddAD LDS Instance... |

Note: For more information on AD LDS, see the Windows Server TechCenter article at
http://technet.microsoft.com/en-us/library/cc755080(WS.10).aspx
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Active Administrator can back up and restore AD LDS instances the same way it can
back up and restore Active Directory domains. Since AD LDS can run on any computer
running Windows XP or higher, and does not require a domain, AD LDS instances are
identified by server and port number.

Add AD LDS Instance E2
Computer: Im

Faort: [amg

ak. I Cancel |

The default computer is localhost and the default port is 389.Type the computer name
and port of the AD LDS instance, if necessary, and then click .

Rernove

Click to remove a selected domain or AD LDS instance from the list.

Password Recovery, .,

If you are using Windows Server 2003 Service Pack 1 (SP1) or higher, Active Administrator
can restore passwords when you restore accounts that were deleted.

To disable Password Recovery, select the domain, and then click | Password Recovery. . |
A message box displays.

ScriptLogic Active Administrator Configuration Wizard

“_?/ Password Recovery is enabled, Do wou wank to disable Password Recoveryy

Click to disable Password Recovery. No displays in the Supports
Password Recovery column.

To enable Password Recovery, select the domain, and then click | Bassword Recovery. . |
A message box displays.

ScriptLogic Active Administrator Configuration Wizard

P Acdive Adminiskrator has detected that a domain controller in the selected domain is running a version of Windows
- ] Server which supports recovery of user and computer passwords when used in conjunction with Active
' Administrator’s Recovery Feature, Would you like to turn this Feature on at this time? (This will change the
“searchFlags’ attribute of the Unicode-PW D' object in the AD schema, but does not alker the schema skructure and
can be instankly reverted at any time),

Click to enable Password Recovery. Yes displays in the Supports

Password Recovery column.
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Run backup

By default, backups occur twice a day at 6:00 A.M. and 6:00 P.M. To change the frequency,
select to run the backup Every Day or Twice a Day in the Run backup box. To change
the time, select a time or times from the at list.

¥ create a log file (kept in the same folder as the service executable — can grow large
Select to create a log file for the backups.

Note: The log file is located in the Program Files/ScriptLogic Corporation/Active
Administrator 6/Server folder. The name of the log file is based on the date and time of
the backup, such as 5_2_2008_11_18 57_AM.Log.

¥ override the default temporary folder used during an Active Directory backup
By default, an Active Directory backup creates temporary files in the Active Administrator
share, under the folder C:\ ActiveAdministrator\ ADBackups\DOMAIN_domainname

(where domainname is the fully qualified name of the domain being backed up.
To change the temporary folder, click [ and then select a folder.

If you want to use the default temporary folder, which is located in the Program Files\
ScriptLogic Corporation\Active Administrator 6\Server folder, clear the check box.

To advance to the next page, click |......0k
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CONFIGURING ACTIVE ADMINISTRATOR TRUSTEES

Active Administrator Trustees have unrestricted access to Active Administrator Server
Management and the Active Administrator Console. By default, the user installing and
running the Server Configuration Wizard is automatically considered an Active
Administrator Trustee.

Note: Upon initial installation, the Domain Admins group is added automatically to the
trustees list.

£ Active Administrator Server Configuration Wizard

Active Administrator Trustees
Configure the Active Administrator Trustees

All users lizted below have unrestricted access to both the Active Administrator
Management Application and the dctive Adminigtrator Conzole,

Jzerz and Groups | |
ACME\Dormain Admins

ACME \Administrator is already an Active Administrator uzer.

Bemove

To manage Active Adminigtrator Trugtees and Permizzions, start the dotive
Administratar Server Management Application and select Trustees and Permizsions
from the Tools menu.

Help... | < Back | Hest » | LCancel

&dd

Click to add groups and users to the list of Active Administrator Trustees.

Bemove

Click to remove selected groups and users from the list.

Note: If you remove the Domain Admins group from the list and do not add any groups
or users to the list, the Domain Admins group is added automatically the next time you
start the Configuration Wizard.

To advance to the next page, click
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CONFIGURING SERVICE ACCOUNTS

The Domain Administrator account provides the necessary permissions for the various
Active Administrator services to operate properly. You can choose to use one account
with Domain Admin rights for all services, or you can choose to identify an account for

each service.

Note: For more information on the types of accounts you can use, see User Privilege

Requirements.

ES Active Administrator Server Configuration Wizard

Service Accounts
Configure the Active Administrator Service Accounts

|Jze the following service account for all services

Username: IACME\Administrator
|dzermarme must be in the farmat of 'Domaintsemanne’

Password; I

[ Customize each service account

Service |Jsermame Pazzword

Active Directory Backup Service

GPO History Service

taintenance Service

Maotifization Service

For more detail on privileges and permissions required, please wisit the Knowledge Base at
. seriphlogic. comdsuppart

Help... | < Back | Hewut » LCancel |

Use the following service account for all services
In the Username box, type a user name for a group/user with Domain Admin rights, or

click [:-] to locate a group/user. In the Password box, type the account’s password.

I customize each service account
Select to enter a user name and password for each service. Leave the check box blank to

use one username and password for all services.

Note: If you select to customize each service account, you must enter a valid username
and password for each service.

To advance to the next page, click
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COMPLETING SERVER CONFIGURATION

The Summary page displays the choices that you made. If you want a copy, click
and then paste into a document.

E® Active Administrator Server Configuration Wizard

Summary
Review server configuration settings

Databasze Settings:
Server QATESTZE-2K3R2
Database: ActiveddministratorD ata
Authentication: Windows
Email Configuration 5Settings:
Server: MailServer
Port Mumber: 25
From Address: Activetdminiztrator@scriptlogic, com
Send az HTML: True
Uzemame:
GPO History Service Settings:
Backup location: MWATEST 2K.-2K.3R 2\activeddministratortGPOHistory e
Check. for changes eveny: GO
Search only the PDC: Falze
Create log file: Falze
Diomain(z]:
ALCME com
Active Template Repair Service Settings:
Enabled: True
location: WWEATEST 2K-2K3R 2\ Activesdministrator\dctiveT emplate
Check, for braken Templates every: 30 LI

Copy to clipboard |
Help.. | <Back | Finish

To advance to the next page, click .

| »
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The Finish box shows the progress of the installation. Upon completion, you can click
View configuration log to examine details of the process.

‘€-"r- Active Administrator Server Configuration Wizard M= I

Finizh
The wizard iz configuring your Active Adminigtrator Server

v
L'
v
L'
v
v

¥ Send the Administrator a welcome email

Configuration started successfully...
Canfiguration zettings saved successfully. .
Services inztalled succezsiully...

Services configured successfully. .
Services started succezsiully...

Configuration completed successiully...

¥ Launch the Active Administrator Server kM aragement Application ‘Wiew confiquration log

Help... | < Barck | | [=F | Finish

¥ send the Administrator a welcome email
By default, an email is sent to the Administrator’s email address.

¥ Launch the Active Administrator Server Management Application
By default, the Server Management application launches when you exit the wizard.

To close the Active Administrator Server Configuration Wizard, click .
The following services are installed:

%.ﬁ.ctive Adminiskratar Ackive Template Repair Service,
%.ﬁ.ctive Administrator AD Object Backup Service.

%.ﬁ.ctive Adriniskrator GPO Histary,
%.ﬁ.ctive Adrinistrator Mainkenance Service
%.ﬁ.ctive Adrninistrator Motification Service
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1. Click Start, point to Programs > ScriptLogic Corporation > Active Administrator 6,
and then select one of the following server components:

Server Configuration Configure the various Active Administrator services.

Wizard

Server Management Manage servers, Active Administrator services, and
databases.

Server Tools » Diagnostic Collect information about your Active Administrator
Tools installation in a report that you can share with ScriptLogic
Support Service.

Server Tools » Database Create and manage auditing databases.
Management Wizard

Server Tools » Forest Prep  If using Windows Server 2003 Service Pack 1 (SP1) or
Utility higher, modify the schema to allow restoration of passwords
when you restore accounts that were deleted.

Server Tools >» Uninstall Uninstall Audit Agents from a specified server. You must
Audit Agents Utility have Administrator Rights on the server.

Note: It is recommended that you use Server Management
to remove Audit Agents.

For more information on Active Administrator Server Components, see the Active
Administrator Server Management Guide or access the help contents within the Active
Administrator Console application
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SETTING UP AUDITING ON DOMAIN CONTROLLERS

To gather the proper information from the security event logs, the information must first be
audited. You need to modify the Default Domain Controllers Policy to enable auditing.

Note: If you have not installed the Active Administrator console, you also can use the
Active Directory Users and Computers MMC snap-in.

1. Click Start, point to Programs » ScriptLogic Corporation > Active Administrator 6, and
then select Active Administrator Console. The Active Administrator Console opens to
the Security tab.

2. Open the Group Policy Objects tab.

3. In the Group Policy Name list, right-click the Default Domain Controllers Policy,
and then select Edit. The Group Policy Management Editor window opens.

4. Expand Computer Configuration > Windows Settings > Security Settings > Local
Policies, and then select Audit Policy.

l' Group Policy Management Editor [_ O]
File Acton View Help
e | 5@ K= BT |
|Ef Default Domain Contrallers Policy [DC1.TEST.LOCAL] Policy I Policy | Policy Setting + I
El CQI‘ﬂDLItEf Configuration | Audit logon events Success, Failure
B L PO_"CiES | Audit account logon events SuCCess
| - So_f't';-.'are Sett.lngs o | Audit account management SuCcess
gl L] 1-f!ndo';-.'s Settnlgs | | Audit directory service access Success
_| Mame Resolution Policy P o
| Seripts ’Start‘up."shutdro"-'n‘- | Audit policy change Success
o == S 't?S i ! o | 5o Audit object access Mot Defined
| - jcu'nccrou:t Pnogliscies | Audit priviege use Mot Defined
M
o :laﬂ Local Policies Audit process tracking Mot Defined
j Audit Policy * [ Audit system events Success
j User Rights Assignment
j Security Options
j Event Log
bty e SRS GAR gt e e e g st et g e

5. Verify that the following polices are defined. If not, double-click the following
policies to edit their Success and Failure settings.

Audit logon events [Success, Failure]
Audit account logon [Success]
Audit account management [Success]

Audit directory service access  [Success]

Audit policy change [Success]

) ) )

Audit system events [Success]

6. Close the Group Policy window.
7. From the command prompt, refresh the Group Policies.
In Windows 2000, type secedit /refreshpolicy machine_policy /enforce
In Windows XP, and Windows Server 2003 and higher, type gpupdate /force

Note: Auditing policy changes may take a long time to take effect.

UPDATED 12 OCTOBER 2011



ACTIVE ADMINISTRATOR® 6.0 INSTALLATION GUIDE 30

Completing the Upgrade Process

Now that you have installed and configured the server, there are a few more tasks to
complete the upgrade process.

UPDATING AUDIT AGENTS

If the Audit Agent on the domain controller(s) does not match what is installed on the
server, the version number displays in red (#6.0.1.3. If this is the case, you need to
update the Audit Agent on the domain controller(s).

If the Audit Agent on the domain controller(s) matches the version installed on the
server, a green check mark displays next to the version number £ £.0.1.5.

To update the Audit Agent on the selected domain controller(s), click .
Alternatively, choose Update from the Agents menu.

Note: You also can update the Audit Agent on the Properties page for the domain
controller.

To update the Audit Agent on all listed domain controllers, click .
Alternatively, choose Update All from the Agents menu.

Note: You may need to refresh the Audit Agents to correct the display. Click , or
right-click selected Audit Agents, and then choose Refresh Selected or Refresh All.
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REMOVING ORPHANED AGENTS

If you are upgrading, there may be Audit Agents that are left over from previous
installations. These Audit Agents do not display. Use the Remove Orphaned Agents
option on the Agents menu to remove these Audit Agents.

Note: Prior to version 5, the Active Administrator Agent service was named Active
Administrator Security Log Monitor, so you may see this term in the product in various
places.

Removing Version 4 Audit Agents

Important: You must remove all version 4 Audit Agents installed on the computer prior
to installing version 6 Audit Agents.

1. Click Start, point to Programs » ScriptLogic Corporation > Active Administrator 6,
and then select AA Server Management.

2. From the Agents menu, point to Remove Orphaned Agents, and then choose
4.0 Agents. The Remove 4.x Service Agents window opens.

3. In the Domain box, type the domain name; or click [] to locate a domain.

4. Click | Find Domain Controllers I Domain controllers on the current domain are listed.

5. Select the domain controllers on which you want to remove the service agent. You
can select the domain controllers individually, or click | Selectal |

6. Click . A message box appears.

7. Click . The domain controllers are removed from the Remove 4.x Service
Agents window

8. Click| = |

Removing Version 5 Audit Agents

Important: You must remove all version 5 Audit Agents installed on the computer prior
to installing version 6 Audit Agents.

1. From the Agents menu, point to Remove Orphaned Agents, and then choose
5.0 Agents.

Remove Orphaned 5.4 Service Agents E2

7y Server name:

Remove I Cancel |

2. In the Server name box, type the name of the server with the orphaned Audit Agent,

and then click .
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INSTALLING AUDIT AGENTS

To collect data on a computer, you must install and activate the Audit Agent.

Important: Before installing the Audit Agent on a computer, run the Remove Orphaned
Agents option on the Agents menu.

1.

6.

Click Install Audit Agents on the Start Page. Alternatively, choose Install from the
Agents menu or click on the Collection Agents tab The Audit Agent
Installation Wizard opens to the Welcome page.

Important: Auditing must be enabled in Active Directory. See Setting Up Auditing on
Domain Controllers.

Click . The Select Domain Controllers page opens.

In the Domain box, type the domain name; or click El to locate a domain.

Click | Find Domain Controllers | Domain controllers on the current domain are listed.

To select all listed Domain Controllers, click Check all.
To clear all the check boxes, click Clear all.

Select the domain controllers from which you want to audit activity, and then click

. The Audit Agent Installation Options page opens.

You can install the Audit Agent on the selected domain controllers themselves or on
another computer in the current domain. A single Audit Agent should be able to
monitor activity on up to five domain controllers, depending on the type and
frequency of activities being audited.

% Install on target Domain Controller(s)
By default, the Audit Agent is installed on the domain controllers you selected on the
previous page.

" Audit from an agent on the following computer
Select to install the Audit Agent on a computer in the domain. Type a computer's
fully qualified domain name in the box, or click [ to locate a computer.

Important: If you choose to do remote monitoring, the Advanced Agent is not
installed on the selected domain controllers.

V¥ start collecting events immediately after installation of the agent.

By default, the Audit Agent is activated and collection begins immediately upon
completion of the installation process. Clear the check box if you want to activate the
Audit Agents manually.

Note: To change the default setting of this feature, select Settings from the Tools
menu, click Agent Installation, and then change the Default Installation Action
Option.

¥ Enable agent monitoring and recovery
By default, Active Administrator monitors the status of the Audit Agent.

Click . The Audit Agent Startup Account page opens.
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10.
11.

12.

In the Run as box, type an account with domain admin rights, or click to locate an
account, and then enter the password.

Note: The Active Administrator Agent service can also run under a domain user
account provided it is either a local admin account, which gives it the rights to logon
as a service and log on locally, or these two privileges can be granted individually.
This user or service account should also be a member of the AA_Admin group,
which by default is located in the Local groups of the server where the
ActiveAdministrator database is located. If the group is not found in this location, the
settings during the initial database creation were modified and it can be found under
the Users container object of Active Directory.

Click . The SQL Server Authentication Type page opens.

Select whether to use the Audit Agent startup account or SQL Server authentication.

Note: To use Windows Authentication, the SQL server must be configured to use
trusted security, and the Audit Agent service must be configured with a domain
account that has access to update the database.

Click . The Summary page displays the selections you made.

Click to begin the installation process. The Finish page displays the
progress.

Upon completion, you can click View log file to open the AuditAgentInstall*.log file,
which is located in the Program Files\ScriptLogic Corporation\ Active
Administrator 6\Server\Logging folder.

Click . The Collection Agents tab lists the domain controllers you selected,
the time and date of the last event collected, the status of the Audit Agent and the
Advanced Audit Agent, the name of server on which Active Administrator is installed,
and the version number of the Audit Agent installed on the domain controller.

Note: By default, the Audit Agent is activated upon installation. To change the
default setting, choose Settings from the Tools menu, and then click Agent
Installation.

If the Audit Agent on the domain controller(s) does not match what is installed
on the server, the version number displays in red (26.0.1.3. If this is the case, you
need to update the Audit Agent on the domain controller(s).

If the Audit Agent on the domain controller(s) matches the version installed on
the server, a green check displays next to the version number. {2 5.0.15.
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IMPORTING DATA FROM EXISTING AUDIT DATABASES
If you are upgrading from Active Administrator 4.x, you can import data from those
existing databases into the version 6.x Audit Database.

1. From the Tools menu, choose Import Auditing data from 4.x to 6.x. The Import
Wizard opens to the Welcome page.

2. Click Next. The Select Source Database page opens.
3. From the Server Name list, chose the SQL server.

4. Inthe Log on to server area, chose whether the server uses Windows or SQL Server
Authentication. If you chose SQL Server Authentication, type the User Name and
Password.

5. From the Database Name list, choose the database from which to import data.

6. Click Next. The Resolve Domain Names page opens listing any NetBios Names and
the associated Fully Qualified Domain Name (FQDN). For data to be imported into
the version 6 database, you must either enter a FQDN for each NetBios name, or
exclude the NetBios name from the data import.

a. Select a NetBios name, and then click Edit. The Edit Domain Name box opens.
b. Type a FQDN or select the Exclude check box.

c. Click OK. If you chose to exclude the data, a red minus sign appears on the icon.
d. Click Resolve. If there are any NetBios name still unresolved, you see a warning

message.

7. When all NetBios names are resolved, click Next. The Summary page lists the
choices you made.

8. Click Next. The Import Audit Data page displays the progress of the import process.
When complete, you have the option to view an import log.

CREATING AN ALERT

1. Open the Alerts tab, and then click . Alternatively, choose New Alert from
the Alerts menu or click Create an Alert on the Start Page. The Alert Wizard opens
to the Event Definitions page.

2. Select the Event Definitions to include in the Alert.

To filter the list, type text in the Filter box. The list changes as you type characters.
The definitions displayed contain the characters you type. For example, if you type
com, the definitions displayed may contain the words Completed or Computer.

To clear the filter and restore the list, click .
To show only selected definitions, open the Show box, and then choose Selected.

To show only unselected definitions, open the Show box, and then choose Unselected.
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10.
11.

12.

13.

14.

Click . The Email Addresses page opens.
In the Email Addresses box, click . The To Address box opens.

In the To Address box, type one or more email addresses. Separate multiple
addresses with a semi-colon ( ;).

Click . The email addresses are added to the Email Addresses box.

In the Priority box, select Normal, Low, or High priority.
To remove selected email addresses from the list, click .

Click . The Alert Action page opens.

I Enable Alert Action
Select to assign a program with arguments to execute when the Alert Condition is
met.

In the Program or script box, type the full path to the executable or click [ to
locate the executable.

In the Arguments box, click =] to open the list of Alert Action Variables. Select

a variable in the top box, and then click .

In the Execute program or script in this folder (optional) box, type the path to a
folder that contains the executable or click El to locate the folder.

' Execute the action using the Notification service account
By default, the action is executed using the Notification service account.

" Execute the action using another account
Select to use another account to execute the action. Click and then
enter a user name and password.

Click . The Alert Filters page opens.
Click . The Alert Filter box opens.

From the Contain Operator list, select if the email Contains or Does not contain the
condition text.

In the Condition Text box, type the text to find in either the subject or body of the
email.

Click . The Alert Condition is added to the list. Continue to add more alert
conditions.

By default the filter conditions are combined using the OR operator. If you want
to connect with the AND operator, select AND.

To remove a selected alert condition from the list, click .
Click . The Alert Quiet Times page opens.
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15. Click . The Alert Quiet Time box opens.

Define the quiet time during which no notifications are sent. Alerts that are triggered
during the quiet time are still logged to the Alert History.

Note: If you do not want the actions associated with the Alert to execute, clear the
Execute Action During Quiet Time check box.

16. Click . The Alert Quiet Time is added to the list.

Add Add an Alert Quiet Time.
Modify a selected Alert Quiet Time.
Remove selected Alert Quiet Times.

Enable all Alert Quiet Times. To enable a selected Alert Quiet Time, click
, and then select the Enabled check box.

Disable all Alert Quiet Times. To disable a selected Alert Quiet Time, click
, and then clear the Enabled check box.

17. Click . The Name window opens.

18. In the Alert Name box, type a name for the Alert.

19. Click[_New> | The Summary page lists the settings you entered.
®  To modify any of the settings, click .

= To copy the contents to the clipboard so you can paste into a text editor, click
Copy to clipboard.

20. Click . The Alert is added to the list.

For more information on using the Active Administrator Server, see the Active
Administrator Server Management Guide or access the help contents within the Active
Administrator Server Management application.
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Active Administrator Console
Installation

Install the Administrator Console on any workstation that requires the use of Active
Administrator.

RUNNING THE ACTIVE ADMINISTRATOR CONSOLE INSTALLATION WIZARD

1. After downloading the Active Administrator 6.0.x Console exe file, double-click the file
name/icon, or right-click the file name/icon, and then select Install. The InstallShield
Wizard opens to the Welcome page.

i"% Active Administrator 6.0 Console - InstallShield Wizard

Welcome to the InstallShield Wizard for
Active Administrator 6.0 Console

The InstallShield{R) Wizard will install Active Administrator 6.0
Consale on your camputer, To continue, click Mext.

WARMING: This program is protected by copyright law and
international treaties,

= Back Cancel
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2. Click[_Net> | The License Agreement page displays the Transaction Product Agreement.

i'é'- Active Administrator 6.0 Console - InstallShield Wizard

License Agreement

Please read the fFollowing license agreement carefully,

ScriptLogic Corporation

Heta Test Agreemeirt

PLEASE READ THIS BETA TEST AGREEMENT CAREFULLY. BY DOWHLOADING,
INSTALLING OR USING THE BETA PRODUCT YOU INDICATE ACCEPTAHCE OF AHND

AGREE TO THE TERMS AHD COHDITIONS OF THIS AGREEMENT. IF YOU DO HOT AGREE

TO THESE TERMS AHD COHDITIONS, DO HOT DOWHLOAD, INSTALL OR USE THE BETA
PRODUCT. THIS AGREEMENT SHALL HOT SUPERSEDE AHY OTHER SIGHED AGREEMENHT
BETWEEH YOU AHD SCRIPTLOGIC THAT EXPRESSLY GOVERNS THE ORDER FOR THIS j

1 accepk the terms in the license agreement Print |

% 1 do not accept the terms in the license aoreement:

Instalshield

< Back. I [Exk = I Cancel I

Note: You must accept the terms of the license agreement in order to continue with
the installation. The software may also be governed by other applicable laws and
copyrights not specifically enumerated in the license agreement, or as dictated by
supplemental documentation included with the product or at the time of purchase or
evaluation.

3. Select I accept the terms in the license agreement, and then click :
The Destination Folder page appears.

i'e!:" Active Administrator 6.0 Console - InstallShield Wizard

Destination Folder

Click Mext tainstall to this Folder, or click Change to install to a different Fal

Install Active Administrator 6,0 Console to:

/-/ Ct\Program Files|ScriptLogic CorporationhAckive Adrministrator 6 change. .. |

Instalshield

< Back Cancel I

To change the location of the program files, click . The Change
Current Destination Folder page opens. Choose a new location for the
installation directory.
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4. Click The Ready to Install the Program page appears.

i';‘!r" Active Administrator 6.0 Console - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko begin installation,

Click Install ko begin the installation.

If you wankt to review of change any of your installation settings, click Back. Click Cancel ko
exit the wizard,

Instal|shield

= Back Cancel I

5. To begin the installation, click Install. When the installation is complete, the
InstallShield Wizard Completed page opens.

i';‘!r" Active Adm rator 6.0 Console - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Active
Administrator 6.0 Console, Click Finish to exit the wizard,

[w Launch Active Administrator 6,0 Consols

Carncel I

= Back

I Launch Active Administrator 6.0 Console
By default, the option to start the Active Administrator Console is selected. If you do

not want to start the console, clear the check box.

6. Click . The following Active Administrator component is installed:
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Important: On each computer running Active Administrator Console, the user must set
the server that is running Active Administrator Server.

The first time the Active Administrator console opens, you are asked to set the Active
Administrator Server.

1. In the Server box, type the name of the server where Active Administrator Server is

installed, or click to locate a server.

Set Active Administrator Server !IE[ E
Server  [WM4-WINZKSVA Browse |
akK | Cancel |

2. Click |

Note: If you want to change the server, choose Set Active Administrator Server from the
Tools menu.

P Click Start, point to Programs » ScriptLogic Corporation > Active Administrator 6,
and then choose Active Administrator Console.

For more information on using the Active Administrator Console, see the Active
Administrator Console User Guide or access the help contents within the Active
Administrator Console application.

Important: If Windows Internet Browsing Security is turned on, you may see a warning
message when you access some topics in the online help file. If Internet Explorer
Enhanced Security is disabled, this message does not appear.
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