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Introduction

Desktop Authority V8.0 adds powerful new features for managing all of the computers in your
environment, but with that new powercome some changes to the way you might be used to doing
things in Desktop Authority. What follows now are the five (and a half) things you need to know about
using Desktop Authority V8.0.

Computer-Based Management in Desktop Authority

By far, the biggest change for Desktop Authority V8.0 is the addition of Computer-Based Management
(CBM) profile elements. Unlike elements in previous versions of Desktop Authority, computer-based
management elements execute at the machine level, not the user level. So they can run even if no user
is logged into the computer. Combined with the new Wake On LAN and scheduling features, this opens
up new options like waking computers after business hours to patch them or install software. The
computer-based management elements are managed by the new ScriptLogic CBM service installed on
all managed machines.

The Following Computer-Based Management elements are available:
e Data Collection — collect inventory and other data from computers that do not have an
interactive user
e Application Launcher — launch applications, command-lines and batch files
o Software Distribution —install MSls to all users on a computer, or when no user is logged in
e Patch Deployment —patch and update computers before users log in
e Service Packs —install service packs outside business hours
e Registry — change registry keys in the HKLM hive
e Wake On LAN — set machines to wake up other computers outside business hours

New Timing Elements
Computer-based management elements have four timing events that are independent of the user
profile elements. They are:

e Startup: These elements will run as soon as the CBM service starts in the system startup
process, before the user logon screen loads.

e Shutdown: These elements will execute in the shutdown sequence, after the user has logged
off, but before the machine shuts down.

o Refresh: The CBM service will refresh the profiles every 60 minutes. Elements set to Refresh will
execute during the refresh process. This refresh process may not happen at the same time as
the user element refresh process.

e Scheduled: Computer-based management elements can be set to run at a scheduled time,
including on a recurring schedule.



Scheduled Elements

The scheduling system available in Desktop Authority V8.0 is very flexible, and very powerful. Elements
can be configured to run once, at a scheduled time, or on a recurring basis. Recurrence options include
daily, weekly, monthly, weekday only, and more. Other options include preventing a schedule from
running if it has already executed within a set number of hours, and settings to control how a machine
behaves if it was not running when the schedule was supposed to run.
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Figure 1: Scheduling options for computer-based management elements

Named Schedules

If you have routine tasks that need to run on the same schedule, you can define one element with the

desired schedul e, and t hen c loudefinea'ndtnaforehatas Named S
schedule, and use that named schedule for all of the related elements.

Notifications

Computer-based management elements also benefit from a very flexible user notification system. You
can notify users in advance of taking action, allow them to postpone action, control reboot options and
even customize the text they will see in the notification. These notifications are controlled by the new
ScriptLogic CBM User Experience service deployed to managed computers.
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Figure 2: Notification options in Desktop Authority V8.0

GPO-Based Agent Deployment

Desktop Authority 8.0 leverages Group Policy Objects to deploy the new computer-based management
services, as well as all of the pre-requisites. Where previous versions of Desktop Authority used group
policy only for preparing Windows Vista-based computers for the agent, V8.0 uses group policy to
deploy the CBM agent to all managed computers in your environment.

Another major difference from previous versions of Desktop Authority is in how the group policies are
deployed to the domain controllers. Before V8.0, the policies had to be deployed from within the DA
Manager. With this new version, the GPOs can still be deployed from the manager, but they can also be
deployed using GPMC or any other group policy management system.

The policies are assigned to OUs within the domain. When they are applied to a computer, they will
check for the necessary prerequisites (.NET Framework 2.0 and Windows Installer 3.1). If those
prerequisites are not present, they will be installed. Then the MSI package containing the computer-
based management agent will be installed and configured. Exceptions can be defined so that the agent
can be prevented from being installed on specific machines in the OU.



Planning

Desktop Authority has a new Deployment Readiness Wizard to walk you through assigning the GPOs and
configuring all of the other settings needed to start managing computers. However, there is one thing
you may want to consider before assigning the GPOs to all of the computers you wish to manage.

Desktop Authority requires the .NET Framework 2.0 and Windows Installer 3.1 to be installed on each
computer. If they are not there, the GPO will ensure they are downloaded from the Desktop Authority
server and installed. While Windows Installer is very small to deploy and quick to install, the .NET
Framework is quite a bit larger and can take longer to install.

While these two prerequisitesarever y € 0 mmo n , if they’'re not already
you may want to consider a couple of options to prevent all of your computers from downloading and
installing these prerequisites at one time.

1. |If your organization is divided into a number of organizational units (OU) you may want to
deploy the GPOs to each OU in a staged manner.

2. If you have another software deployment method (scripts, Active Directory, etc) you may want
to deploy these prerequisites using a method that lets you roll them out gradually..

If the prerequisites are already deployed, the ScriptLogic CBM agent MSlI is very small and installs very
qgui ckl vy, S 0 t h eoricen alsolt depldyidgiit witlely threughayaunyorganization right
away.

Other Resources:
Much more information about GPO deployment can be found in the Desktop Authority Ad mi ni st r at or’
Guide on pages 111 —113.

Deploying Desktop Authority 8.0 as a Non-Domain Administrator

The standard method of configuring and deploying Desktop Authority makes use of a user account that
is a member of the domain admin group. This is the quickest and most direct way to install the product
and is required if Desktop Authority is installed to a domain controller.

However, it is possible to install and use Desktop Authority without domain admin privileges. Desktop
Authority requires two accounts for regular operation.

e One account must have read/write access to all NETLOGON shares, and must be a local
administrator on all workstations that are being managed. Only if installed to a domain
controller, does this account need to have domain admin rights

e The other account simply needs to be a member of the domain users group.

To support the group policy-based deployment procedures used in V8.0, the Desktop Authority GPOs
must be installed to domain controllers. In earlier versions, this meant a user with domain admin rights
needed to log into the DA Manager and assign the GPOs to the domain controllers through the
manager. This created problems for many users, so in V8.0, the GPOs can now be installed to the
domain controllers using GPMC or any other Active Directory management tool. Once installed,



administrators simply need rights to apply existing GPOs to their OU. Once applied, the prerequisites
and computer-based management agents will install normally.

If company policy prohibits installing services and applications to domain controllers, Desktop Authority

can be configured to run on member servers. Profile and file replication can be routed to the member

servers, rather than the domain controllers. Details on installing to member servers is covered in the

knowledgebase article* Depl oyi ng Deskt or Assld hwaredyi hot heme@bhe
Resources’ section bel ow.

Other Resources:
More information about the account privileges required for installing and configuring Desktop Authority
can be found in the Installation and Upgrade Guide on page 6.

Deploying Desktop Authority to a member server:

http://na5.salesforce.com/ ui/selfservice/pkb/PublicKknowledgeSolution/d?orgld=00D300000000xmc&i
d=50170000000PQjl&retURL=%2Fsol%2Fpublic%2Fsolutionbrowser.jsp%3Fsearch%3Dmember%2Bserv
er%26¢id%3D02n700000001hLU%260rgld%3D00D300000000xmc%26t%3D4&ps=1

Using Wake on LAN

Desktop Authority Wake On LAN is a flexible, robust implementation of a technology that traditionally,
could as many problems as it solves. Conventional Wake On LAN often requires special router
configurations to work, and lack redundancy to ensure that the computers you need to wake up,
actually wake up.

Desktop Authority Wake On LAN uses the power of Validation Logic to get around router configuration
problemsand al | ow you to create as mapnypachihebeacons’ as yo
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Figure 3: Using Wake On LAN beacons to bypass router issues
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To create a beacon, you simply add a new Wake On LAN profile element. In that element, you can
specify the computers you wish to wake by computer name, MAC address and TCP/IP address. You can
pick computers from inventory, or even import a CSV separated list.

Once the list of computers is complete, you can use the scheduling elements in Validation Logic to
depict when those computers should be awakened, and what machines should act as beacons and send
the WOL packets. This makes it easy to specify beacons in each subnet, and to specify redundant
beacons if necessary.
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Figure 4: Creating Wake On LAN profile elements

Example:

You have a remote office in Pittsburgh that has 15 users. Routers block the WOL packets from crossing
to that subnet from the main office. You need to wake those computers up at 2 a.m. on Tuesday so they
can be patched. You have a small file/print server in the Pittsburgh office that is always left on.

To wake these computers with Desktop Authority, you just do the following:

Create a Wake On LAN Deployment profile element

Click Add to pick all of the machines in the Pittsburgh office from hardware inventory

On the Timing tab, pick “Scheduled” and
On the Validation Logic tab, set to validate if the computer name equals the name of the print
server in the Pittsburgh office.

PwNPE

Now, on Tuesday morning at 2 a.m., the server in Pittsburgh will send the WOL packet to each machine
in the list. This completely bypasses any router configuration issues that plague typical Wake On LAN
systems.

choose



Other Resources:
You can find more information about Wake On
pages 182 —184.

Managing Servers with Desktop Authority 8.0

In Version 8.0, Desktop Authority has moved beyond the desktop. With the inclusion of computer-based
management, Desktop Authority can now be used to manage servers. Since computer-based
management elements can run without a logged in user, any CBM profile element can applied to a
server to allow admins to perform a variety of management tasks.

This means that Desktop Authority can now show server hardware and software asset information in
inventory reports. Users who have subscribed to the Patch Deployment option for Desktop Authority
can now use DA to patch servers as well. The updated patch database now has support for server
operating system patches as well as patches for most common server applications.

Server management now supports tasks such as:

e Installing new software to a server

e lLaunching applications, batch files, command-lines or other executables on a server

e Patching server operating systems and server applications

e Deploying service packs to servers

e Making registry changes to change server configurations and settings

e Collecting and reporting on hardware and software inventory on servers to give a clear view of
all of the assets in the organization
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Figure 5: CBM elements for server management

LAN



With the scheduling available for computer-based management elements in Desktop Authority V8.0,
server management tasks can be completely automated. Validation Logic can be used to apply elements
scheduled for different times to different servers, enabling you to stagger routine maintenance to make
sure every server in a server farm or cluster is not undergoing maintenance at the same time.

Since servers generally operate 24/7, they make ideal Wake On LAN beacons for waking workstations
for off-hours maintenance tasks . To use a server as a Wake On LAN beacon, you create a profile
element that lists all of the computers that server should wake, and use Validation Logic to limit
execution to that server name.

Changes in Inventory and Other Data Collection in Desktop Authority 8.0

This is the “half” that you needed to know. Prior
hardware/software inventory, port security, patch data and other reporting information was completely

automatic. Every machine reported all of the data. There were some undocumented registry keys that

did Il et you turn off data coll ection, but it was

With version 8, all data collection is turned OFF by default. Use the Data Collection profile element to
specify what data gets collected from what machines.
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Figure 6: Data collection options in V8.0

Other Resources:
Findmore i nformation about Data Collection in Deskt
180 —181.

Conclusion
Desktop Authority V8.0 is the most flexible, robust and powerful version of Desktop Authority yet. The
new deployment, management and inventory options give administrators new tools for completely

managing their systems in the easiest way possi bl

For more information, visit ScriptLogic at www.scriptlogic.com
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